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About This Guide

This deployment guide uses a number of conventions that help you to understand information
and perform tasks.

Conventions Used in this Guide

This guide contains terms, graphical elements, and a few typographic conventions. Familiarizing
yourself with these terms, elements, and conventions helps you complete tasks.

Terms and Writing Conventions

The following terms are used in this deployment guide.

Polycom Components

DMA Polycom® RealPresence® Distributed Media Application™
(DMA®)

HDX Polycom® HDX®

ITP Polycom® Immersive Telepresence

RealPresence Collaboration Server Polycom® RealPresence® Collaboration Server (RMX)

OTX Polycom® Open Telepresence Experience®

MLA Polycom® Multipoint Layout Application

Cisco® Components

Cisco Unified CM Cisco Unified Communications Manager
CTS Cisco TelePresence System
TX Cisco TelePresence System
TPS Cisco TelePresence Server

VCS Cisco TelePresence Video Communications Server




General Industry:

About This Guide

SIP

Session Initiation Protocol

TIP

Telepresence Interoperability Protocol

Information Elements

The following icons are used to alert you to important information in this guide.

Icons Used in this Guide

Name

Icon

Description

Note

The Note icon highlights information of interest or important information
needed to successfully complete a procedure or understand a concept.

Administrator Tip

The Administrator Tip icon highlights techniques, shortcuts, or
productivity-related tips.

advanced administrators.

Troubleshooting

The Troubleshooting icon highlights information that can help you solve

Caution The Caution icon highlights information you need to know to avoid a
hazard that could potentially impact device performance, application
functionality, or successful feature configuration.

Warning The Warning icon highlights an action you must perform or avoid to
prevent information loss, damage your configuration setup, and/or affect
component or network performance.

Web Info b The Web Info icon highlights online information such as documents or

downloads.

Timesaver The Timesaver icon highlights a faster or alternative method for
accomplishing task.

Power Tip The Power Tip icon highlights a faster or alternative method for

a problem or refer you to troubleshooting resources.

Settings

The Settings icon highlights settings you might need to choose or
access.




About This Guide

Typographic Conventions

A few typographic conventions, listed next, are used in this guide to distinguish types of in-text
information.

Typographic Conventions

Convention Description

Bold Highlights interface items such as menus, soft keys, file names, and
directories. Represents menu selections and text entry to the phone.

Italics Emphasizes text, shows example values or inputs, and shows titles of
reference documents available from the Polycom Support web site and
other reference sites.

Blue Text Indicates URL links to external web pages and internal hyperlinks to
locations within the document.

Fixed-width-font Represents code fragments and parameter names.




Chapter 1. Get Started

This deployment guide explains how to integrate Polycom® Unified Communications (UC)
products into Cisco environments. Each chapter focuses on a distinct architecture, and each
chapter contains a list of the Cisco and Polycom products tested with that architecture. This
deployment guide is intended for administrators integrating Cisco with Polycom products and for
support personnel working with customers to set up the solutions described in this guide.

This deployment guide focuses on several Cisco call control infrastructure scenarios. Cisco®
Unified Communications Manager (Cisco Unified CM) CUCM is Cisco’s UC platform providing
Internet Protocol (IP) telephony and advanced features. It is a multiprotocol-capable platform
that has been migrating towards SIP endpoint connectivity. Cisco Video Communications
Server (VCS) was inherited via Cisco’s acquisition of Tandberg, and has historically provided
H.323 and SIP call control for video endpoints.

Polycom’s integrated suite of hardware devices and software applications enables you to
integrate video and audio communications across Cisco platforms and provides Polycom
customers new deployment opportunities and investment protection for existing deployments.

Web Info: See the Release Notes for Polycom Unified Communications for
Cisco Environments

Find the latest release notes for Polycom Unified Communications for Cisco
Environments at Polycom Unified Communications with Cisco.

Required Skills

Integrating Polycom infrastructure and endpoints with Cisco Unified Communications Manager
environments requires planning and elementary knowledge of Polycom video conferencing and
video conferencing administration.

Polycom assumes readers of this guide have a basic understanding Session Initiation Protocol
(SIP) and Telepresence Interoperability Protocol (TIP), as well as Cisco and Polycom
component base functions. Users should be comfortable navigating and configuring Cisco
components such as Cisco Unified CM, VCS, and other infrastructure components.

Administrators should have knowledge of the following third-party products:
e Cisco® Unified Communications Manager (Cisco Unified CM)

e Cisco® Video Communications Server (VCS)


http://support.polycom.com/PolycomService/support/us/support/strategic_partner_solutions/solutions_cisco.html

Get Started

e Cisco video and voice endpoints

Frequently Asked Questions

This section answers guestions you might have about the solution before you begin.

Is a Telepresence Interoperability Protocol (TIP) license required on the RealPresence
Collaboration Server bridge for Cisco environments?

No. TIP capability is built into the Polycom RealPresence Collaboration Server. However, if an
immersive telepresence experience is required on, for example, multiscreen Polycom or Cisco
endpoints, there is a telepresence license enabling TIP capability on the RealPresence
Collaboration Server. Polycom RealPresence Collaboration Server can host immersive as well
as nonimmersive video conferences.

Can a Polycom RealPresence solution integrate with a Cisco Video Communications
Server (VCS)?

Yes. Refer to Polycom RealPresence Platform Integration with VCS for information on Cisco
VCS integration deployments.

Is content sharing supported in a Polycom-Cisco integrated deployment?

Yes. Depending on the components involved, Polycom RealPresence infrastructure and
endpoints support content sharing either via methods defined in TIP or via the SIP standards-
based Binary Floor Control Protocol (BFCP) over User Datagram Protocol (UDP) feature.

Are audio-only calls also supported on the RealPresence Collaboration Server bridge for
Cisco environments?

Yes. For Cisco Unified Communications Manager (Cisco Unified CM) telephony environments,
audio-only calls from IP Phones or PSTN callers are supported on the RealPresence
Collaboration Server bridge as well as audio-video calls.

What’s New?

In this release, the Polycom Unified Communications for Cisco Environments release adds
support for the following:

e Cisco Jabber for Windows

Polycom supports updated versions of Cisco products within the supported architectures.
Polycom is committed to updating support for new environments in future releases.

Get Help and Support Resources

For more information about installing, configuring, and administering Polycom products, refer to
Documents and Downloads at Polycom Support.
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Get Started

The Polycom Community

The Polycom Community gives you access to the latest developer and support information.
Participate in discussion forums to share ideas and solve problems with your colleagues. To
register with the Polycom Community, create a Polycom online account. When logged in, you
can access Polycom support personnel and participate in developer and support forums to find
the latest information on hardware, software, and solutions topics.

11
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Chapter 2: Polycom Unified
Communications with Cisco
Interoperability

This chapter provides an overview of the features offered in Cisco environments you can
integrate Polycom Unified Communications (UC) products.

The Polycom video infrastructure allows you to integrate with Cisco Unified Communications
Manager (Cisco Unified CM) or Cisco Video Communications Server (VCS) infrastructure to
enable common dial plans between Polycom and Cisco Unified IP phones or video endpoints.

Supported Deployment Models

Polycom supports the following deployment models when integrating Polycom Unified
Communications with Cisco environments.

Direct Registration of Polycom RealPresence Systems with Cisco Unified
CM

When you SIP register your Polycom telepresence endpoints directly with Cisco Unified CM,
you have a single source for call admission control and bandwidth management. Cisco
endpoints can also use telephony functions like hold and transfer when on calls with Polycom
endpoints.

When you install the TIP option key on Polycom telepresence endpoints, the Polycom endpoints
can participate in calls with TIP-capable Cisco CTS endpoints and Cisco Multipoint Control
Units (MCUSs). Cisco Unified CM can also have direct SIP integration with a Polycom
RealPresence Collaboration Server. The RealPresence Collaboration Server system inherently
supports hasting TIP conference calls and can be licensed to handle Immersive Telepresence
(ITP) multipoint conferences.

Direct Secure Registration of Polycom RealPresence Systems with Cisco
Unified CM

When you SIP register your Polycom telepresence endpoints directly with Cisco Unified CM
using Transport Layer Security (TLS) registration, you have a single source for call admission
control and bandwidth management. Cisco endpoints can also use telephony functions like hold
and transfer when on calls with Polycom endpoints.

When you install the TIP option key on Polycom telepresence endpoints, the Polycom endpoints
can participate in calls with TIP-capable Cisco CTS endpoints and Cisco Multipoint Control

12



Polycom Unified Communications with Cisco Interoperability

Units (MCUSs). Cisco Unified CM can also have direct SIP integration with a Polycom
RealPresence Collaboration Server. The RealPresence Collaboration Server system inherently
supports hosting TIP conference calls and can be licensed to handle ITP multipoint
conferences. Customers with security requirements can now securely implement direct
registration with encrypted signaling and a choice of encrypted or unencrypted media
communications.

Polycom RealPresence Platform SIP Integration with Cisco Unified CM

You can configure the Polycom RealPresence Distributed Media Application (DMA) system as a
SIP proxy and registrar for your video environment. When you use the DMA system as a SIP
peer to Cisco Unified CM, it can provide a Virtual Meeting Room (VMR) audio and video
solution between Cisco endpoints that are registered with Cisco Unified CM and Polycom SIP
and H.323 endpoints that are registered with the DMA system. The RealPresence Collaboration
Server system inherently supports hosting TIP conference calls and can be licensed to handle
ITP multipoint conferences. DMA integration also offers the strongest content sharing
capabilities.

Polycom RealPresence Platform Integration with VCS

You can configure a Polycom DMA system as a SIP proxy and registrar for your video
environment. For migrations or environments that call for integration with VCS, you can
integrate Polycom DMA using either the SIP or H.323 protocol to provide bridge virtualization,
scale, and redundancy. Polycom RealPresence infrastructure can host video calls between
Cisco endpoints that are registered with VCS and Polycom SIP or H.323 endpoints and MCUs
that are registered with the DMA system.

Polycom RealPresence Platform SIP Integration with Cisco CUBE SP
Edition

Customers and service providers that provide protocol interworking, admission control, and
security demarcation services using the Cisco Unified Border Element (CUBE) SP Edition
feature on a Cisco 1000 series Aggregation Services Router (ASR) can also deploy Polycom
RealPresence infrastructure in their environment. CUBE SP Edition enables direct IP-to-1P
interconnect between domains, which may be offered by a vendor or service provider.

13



Chapter 3: Direct Registration of Polycom
RealPresence Systems with Cisco Unified
CM

The direct registration deployment model takes advantage of Polycom RealPresence systems
SIP capabilities to integrate with Cisco Unified Communications Manager (Cisco Unified CM) IP
Telephony. This model enables customers to integrate the video and IP Telephony “islands” and
provide investment protection as well as freedom of choice to continue deploying Polycom
solutions.

Deployment Model Advantages

Registering Polycom RealPresence endpoints with Cisco Unified Communications Manager
enables you to integrate Polycom products with a Cisco deployment without additional network
management overhead and provides a single source for call admission control. Polycom video
endpoints can also take advantage of telephony functions—for example, hold or transfer call
functions to another endpoint—when SIP-enabled and registered with Cisco Unified CM.

If your deployment includes a mixture of endpoints, the Polycom HDX, Polycom® Group Series®,
and Polycom Immersive Telepresence (ITP) systems are able to make and receive calls with
Cisco CTS endpoints. Polycom endpoints can also participate in multipoint calls hosted by
either a RealPresence Collaboration Server bridge or a Cisco Telepresence Server.

To allow for flexible deployments and migrations, Polycom endpoints can be simultaneously
SIP-registered with Cisco Unified CM and H.323-registered with a Polycom Distributed Media
Application (DMA) system. For more information on DMA integrations, see Polycom
RealPresence Platform SIP Integration with Cisco Unified CM and Polycom RealPresence
Platform Integration with VCS.

Supported Products for Deployment

Verified Polycom Product Versions

Polycom Product Release

Polycom RealPresence Collaboration Server (RMX) 8.4 - MPMx card required for
1500/1800/2000/4000 systems TIP support

14
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Direct Registration of Polycom RealPresence Systems with Cisco Unified CM

Polycom Product

Release

Polycom HDX system (all models)

3.1.3.2

Requires TIP option key for
Cisco Immersive
Telepresence calls

Polycom RealPresence Group Series (300, 500, and 700)

4.1.3.2

Requires TIP option key for
Cisco Immersive
Telepresence calls

Polycom® Touch Control for HDX systems 1.9.0

Polycom Touch Control for RealPresence Group Series 4.1

Immersive Solutions including: 3.1.3.2

Polycom® RealPresence® Experience (RPX™)

Polycom Open Telepresence Experience (OTX)

Polycom® Architected Telepresence Experience™ (ATX™)

Polycom Multipoint Layout Application 3.1.2.8
Verified Cisco Product Versions

Cisco Product Release(s)

Cisco Unified Communications Manager

9.1.2.11900-12

Cisco Unified IP Phones: 7960, 7961, 7962, 7965, 7975, 7985, 9971

Cisco Unified CM 9.1 (2)
Default Load

Cisco Jabber for Windows 9.7(0)
Cisco CTS500-32, TX1310, TX9000 6.1.2.1(5)
Cisco CTS500-37, CTS1300, CTS3010 1.10.5.1(4)
EX, C and SX Series 7.1.1
Cisco Telepresence Video Communications Server X8.1.1
Cisco TelePresence Server 4.0(1.57)
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Direct Registration of Polycom RealPresence Systems with Cisco Unified CM

Deployment Architecture

The following figure shows the reference architecture for this deployment model.

Architecture when Polycom telepresence endpoints are directly registered to Cisco Unified Communications
Manager

Direct Registration of Polycom Telepresence Endpoints to CUCM
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Design Considerations

Before you register Polycom RealPresence video endpoints to Cisco Unified Communications
Manager, consider the following about interoperability between Cisco Unified CM and Polycom
systems.

Cisco Unified Communications Manager Considerations

Make note of the following Cisco Unified CM considerations:

e Location settings should allow for video bandwidth when integrating Polycom video
endpoints and infrastructure.

e Region settings should allow for a minimum of 256 K video bandwidth and should match
the Polycom HDX system maximum call rate.

¢ Region settings should allow for a G.722 audio protocol for the best audio experience.

e Add the Polycom HDX system to a device pool in a Media Resource Group List that does
not contain Media Transfer Protocol (MTP) resources.

16



Direct Registration of Polycom RealPresence Systems with Cisco Unified CM

Note: Insertion of Media Termination Point resources

Due to the nature of out-of-band DTMF signaling, Cisco Unified Communications Manager
is capable of inserting Media Termination Point (MTP) resources in a call. This prevents
video on the Polycom HDX system from operating correctly. This is most common on
H.323 and SIP trunk calls. To prevent this from occurring, the MTP resources should be
removed from any Media Resource Groups and Media Resource Group lists used in the
trunked calls.

¢ Since Cisco Unified CM is a SIP back-to-back user agent (B2BUA), it is involved in all
signaling between two endpoints making a call. Because Cisco Unified CM strips out and
does not allow audio or video codecs that it does not support, some advanced Polycom
codecs such as Siren Lost Packet Recovery (LPR) audio or H.264 High Profile video are
not negotiated—even between two Polycom endpoints if they are directly registered with
Cisco Unified CM.

Polycom Immersive Telepresence Systems Considerations

Telepresence Interoperability Protocol (TIP) enables multiscreen or multicamera video systems
to provide proper video alignment and spatial audio capabilities with other multiscreen or
multicamera endpoints. For multiscreen immersive system connectivity, consider the following:

o The TIP option key is required in order to support TIP calls. Polycom telepresence
endpoints support TIP version 7.

¢ If you have a Polycom ITP system, the TIP license is included; however, ensure that the
TIP option key is installed on each codec within the ITP system.

e Each codec in a Polycom ITP system must be registered with Cisco Unified CM.

e You must predefine Polycom ITP endpoints on the Cisco TelePresence Server to allow
them to participate in calls hosted by the Cisco TelePresence Server.

Share Content in Telepresence Environments

Within a Cisco telepresence environment, Polycom and Cisco endpoints can share content in a
separate content channel. In point-to-point calls between Polycom endpoints registered to Cisco
Unified CM, you can sent and receive content only in the video (people) channel, including
Polycom endpoints connecting to RealPresence Collaboration Server bridge calls. The reason
is that, by default, TIP is not negotiated for a call between Polycom devices.

However, in HDX version 3.1.1, a new telnet command has been added (alwaysusetip)
which, when set, prefers TIP connectivity when possible. Additionally, RealPresence
Collaboration Server version 8.1.1 added a new conference profile TIP Compatibility option
(Prefer TIP) which forces the RealPresence Collaboration Server to prefer TIP with Polycom
endpoints. When Polycom devices are configured to prefer TIP, you can share content in a
separate content channel with other TIP-capable endpoints. For more information, see
Configure the HDX to Prefer TIP (Optional).

17



Direct Registration of Polycom RealPresence Systems with Cisco Unified CM

Enabling “force TIP” allows Polycom endpoints to fully share content on a separate content
channel for full collaboration with TIP-enabled endpoints.

The following guidelines apply:

e Content sharing within a Polycom-Cisco environment is limited to extended graphics array
(XGA) at 5 frames per second (FPS).

e Content sharing on Polycom ITP or HDX systems is only supported via VGA cable. USB
content sharing is not supported.

e The Polycom® People + Content™ |P tool is not supported in Cisco telepresence
environments.

License Devices

Device license units are assigned to each device connected to Cisco Unified Communications
Manager. Each device is assigned a unit number based on the type and capabilities of the
device. Devices with more complex and high-end capabilities are assigned a higher number of
units than devices with basic capabilities. The following table shows the license units for
Polycom devices. For more information, see your Cisco documentation.

Required Device License Units

Polycom Device Required Device License Units
Polycom HDX or Group Series System One enhanced user license
Polycom ITP system One enhanced user license per screen

Register a Polycom RealPresence Immersive, Room, or
Desktop System with Cisco Unified CM

To register the Polycom RealPresence system with Cisco Unified CM, you need to perform
steps in both the Cisco Unified CM and the Polycom RealPresence system.

For more information about the Cisco Unified Communications Manager, see the Cisco Unified
Communications Manager Documentation Guide. For more information about Polycom HDX
systems, see HDX Series on Polycom Support. For more information on Polycom Group series,
see Group Series on Polycom Support.

Complete the following major steps:
e Configure Cisco Unified CM for a Polycom Immersive, Room, or Desktop System
e Configure a Polycom Group Series System for Cisco Unified CM Registration

e Configure a Polycom HDX or Immersive System for Cisco Unified CM Registration
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¢ Define your Polycom Immersive System in the Cisco TelePresence Server (Optional)

Configure Cisco Unified CM for a Polycom Immersive, Room, or Desktop
System

Before performing the tasks in the following section, review the Cisco Unified Communications
Manager Considerations.
Create a Security Profile

You need to create a phone security profile for your Polycom systems. If you want to create a
secure profile, you can choose to enable digest authentication to secure the Polycom endpoint
system’s connection to Cisco Unified CM.

Note: Recommendation for digest authentication
‘ Polycom recommends using digest authentication for Polycom endpoint registration.

You need to create a security profile for your Polycom HDX, Group Series, or ITP system.
Because each endpoint uses the same security profile, you need to create only one security
profile.
To configure security profiles:

1 Log into the Cisco Unified CM console.

2 Select System > Security Profile > Phone Security Profile.
3 Select Add New.
4

Select a Phone Security Profile Type. Select Third-party SIP Device (Advanced) and
click Next.

Phone Security Profile Configuration
B o

— Status

@ Status: Ready

— Select the type of device profile you would like to create

Phone Security Profile Type* Third—a SIP Device (Advanced) ,Vl
[
4
a

@ *_ indicates required item.
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5 On the Phone Security Profile Information page, complete the following fields:
a Inthe Name field, enter a profile name for the system.
b Inthe Description field, enter a description for the security profile.

¢ If you want to use digest authentication (recommended), select the Enable Digest
Authentication check box. When you use digest authentication, a valid login password
is required for devices to register.

d Select the default values for all other fields. This example uses digest authentication.

G Save x Delete Copy % Reset £ Apphy Config EDJ Add New

rStatus

@ Status: Ready

rPhone Security Profile Information

Product Type: Third-party SIP Device (Advanced)
Device Protocol: SIF
*
Mame 3rd Party SIF Device Adv - Palycom Secured Profile
Description 3rd Party SIF Device Adv - Palycom Secured Profile

Monce Validity Time 600

Transport Type™® TCP+UDF [=]

Enable Digest Authentication

r Parameters used in Phone

*
SIP Phone Port™ [ghep

- [ save | [ Delete | [ Copy | [ Reset | [ Apply Config | [ Add New |

6 Click Save.

In the status bar near the top of the page, Update Successful displays.

Add a System User

You need to create a Cisco Unified CM system user for each Polycom HDX or Group Series
endpoint. For ITP systems, create a system user for each codec. For example, if you are
registering a Polycom OTX system that has three codecs, create a unique system user for each
codec.

If you cannot add a user here, your system may be LDAP integrated. You can use an existing
user ID (essentially associating the endpoint to an existing user) or have your LDAP
administrator create a new user ID for each codec.

To add a system user:

1 Select User Management > End User.
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2 Click Add New.

The End User Configuration screen displays.

End User Configuration

— User Information

User ID* [HDx1

Password |I-I-I-I-i-i-lllllllllllll-I-I-I-I-I-I-i-i-ll
Confirm Password |ttttttlllllllllllltttttttttll
FIN |

Confirm PIN |

Last name* [Hox1

Middle name |

First name

Telephone Number

Mail ID

Manager User ID

Department

User Locale = None = “

A=spciated PC

Digest Credentials

Confirm Digest Credentials |I-I-I-I-i-i-lllllllllllll-I-I-I-I-I-I-i-i-ll

3 Complete the required fields. User ID and Last name are the minimum required fields.
The End User Password and PIN fields are arbitrary and are are not used for registration.

a To use digest authentication, enter the Digest Credentials (password) for the Polycom
system.

b Inthe Confirm Digest Credentials text box, enter the same value that you entered in
step 3a.

4 Click Save.
In the status bar near the top of the page, an Update Successful message displays.

Create a SIP Profile

Cisco Unified CM associates specific SIP parameters with an endpoint or trunk via a SIP Profile.
In this task, you create a SIP profile in Cisco Unified CM that can be associated with Polycom
system devices.
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To create a SIP Profile:

1 Select Device > Device Settings > SIP Profile.

2

Click Find to see the list of existing SIP Profiles, and select the Standard SIP Profile (a
default in Cisco Unified CM).

Once open, click Copy.

Most of the SIP settings are likely at default. Consult a Cisco Unified CM administrator for
information about SIP settings that may be specific to your deployment.

Change the Name field to something meaningful for your deployment, and configure the
following.

a Select the Use Fully Qualified Domain Name in SIP Requests check box.
b Select the Allow Presentation Sharing using BFCP check box.

¢ Do NOT select the Early Offer support for voice and video calls check box.
The data shown in the following is an example.

G Save x Delste Copy % Resst Z Apply Config EEIF Add New

rStatus

@Status: Ready

@All SIF devices using this profile must be restarted before any changes wvill take affect.

r SIP Profile Information
®

Name Palycom Standard SIF Profile

Description Default SIFP Profile ~ BFCP

Default MTE Telephony Event Payload Type® i01

Rescurce Priority Namespace List < None = El
Early Offer for G.Clear Calls® Disablad EI
SDPF Session-level Bandwidth Modifier for Early Offer and Re-invites® TIAS =nd AS El
User-Agent and Server header information® Send Unified CM Version Information as User- [

DRedire:t by Application

DDisable Early Media on 180

DOutgoing T.38 INVITE include audio mline

I:‘Enable ANAT

I:‘Require SDP Inactive Exchange for Mid-Call Media Change
Use Fully Qualified Domain Name in SIF Requests
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r Parameters used in Phone

Timer Invite Expires I:EEEDI'IdE:I* 180

Timer Register Delta (seconds)® 5

Timer Register Expires (seconds)® 3600

Timer T1 (msec)® 500

Timer T2 (msec)® 4000

Retry INVITE® 5

Retry Non-INVITE® 10

Start Media Port® 16384

Stop Media Port® 32766

Call Pickup URI® w-cisco-serviceuri-pickup

Call Pickup Group Other URI® w-cisco-serviceuri-opickup

Call Pickup Group URI® w-cisco-serviceuri-gpickup

Meet Me Service URT® x-cisco-serviceuri-meetme

User Info® None El
DTMF DB Lavel® Neminal [«]
Call Hold Ring Back® OFf El
Anonymaous Call Block® OIfFf EI
Caller ID Blm:l-cing* OFf El
Do Mot Disturk Contral® User EI
Telnet Level for 7940 and 7960% Disabled El
Timer Keep Alive Expires (s=conds)® 120

Timer Subscribe Expires (seconds)® 120

Timer Subscribe Delta (seconds)® 5

Maximum Redirections® 70

Off Hook To First Digit Timer (milliseconds)® 15000

Call Forward URI*® w-cisco-serviceuri-chwdall

Speed Dial (Abbreviated Dial) URI* x-cisco-serviceuri-abbrdial

CDnFerem:e Join Enabled
DRFC 2543 Hold

Serni Attended Transfer
I:‘Enable VAD

DStutter Message Waiting

r Trunk Specific Configuration

Reroute Incoming Request to new Trunk bazed on™ | Neyer v
RSWP Over SIP¥ Local RSWP b
Resource Priority Namespace List < None = W

Fall back to local RSWP

SIP Rel1XX Options™® Disabled v
Video Call Traffic Class® Mixed v
Calling Line Identification Presentation™® Default A

[ peliver Conference Bridge Identifier

O Early Offer support for voice and video calls (insert MTP if needed)
Send send-receive SDP in mid-call INVITE

[¥] Allow Presentation Sharing using BFCP

[ Allow ix Application Media

[ Allow Passthrough of Configured Line Device Caller Information

O Reject Anonymous Incoming Calls

O Reject Anonymous COutgoing Calls

rSIP OPTIONS Ping

[ enable orTIONS Ping to monitor destination status for Trunks with Service Type "Mone (Default)"”
Ping Interval for In-service and Partially In-service Trunks (seconds)® &g

Ping Interval for Out-of-service Trunks (seconds)™® 120
Ping Retry Timer (milliseconds) ™ 500
Ping Retry Count* [
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5 Click Save.

In the status bar near the top of the page, an Update Successful message displays.

Add a Device Entry

You need to create a Cisco Unified CM device entry for each endpoint system or each codec for
a Polycom ITP system. For example, if you are registering a Polycom OTX system that has
three codecs, you need to create a unique device entry for each codec.

This step adds a device to Cisco Unified CM, which in turn allows the device to register properly
with Cisco Unified CM.
To add a device entry:

1 Select Device > Phone.

2 Click Add New.

3 Select Third-party SIP Device (Advanced), and click Next.
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The following screen displays. The data shown in this section is an example.

—Phone Type

Product Type: Third-party SIP Device (Advanced)
Device Protocol: SIP

rDevice Information

Registration Registered with Cisco Unified Communications Manager ucalab-cucmi-subi
IP Address 10.47.50.3
Active Load ID Unknown

|3 Device is Active
/1, Device is not trusted

MAC Address® ODDOAAAALLLL

Description UCALAE HDX

Device Pool* HO E| View Details
Commen Device Configuration < None > E| View Details
Phone Button Template® Third-party SIP Device (Advanced) [=]

Cemmon Phene Profile™ Standard Common Fhone Profile El

Calling Search Space Unlimited E|

AAR Calling Search Space = None = [=]

Media Resource Group List = None = E|

Location™* Hub_Ncne El

AAR Group = Nene > El

Device Mability Mode* Default [+] wiew Current Device Mobility Settinas
Owner User ID = None = E|

Use Trusted Relay Point™® Default E|

Always Use Prime Line® Default E|

Always Use Prime Line for Voice Message™® [nafault [=]

Calling Party Transformation C55 < None > E|

Geolocation = None = El

¥| Use Device Fool Calling Party Transformation CSS
Y| Retry Video Call as Audio
Ignore Presentation Indicators (internal calls only)

¥| Logged Into Hunt Group

Remote Device

~Protneal Snecific Tnfanrmatinn

4 Complete the required and optional information:

a Inthe MAC Address text box, enter a unigue MAC Address for the HDX system.

This can be any valid, unigue MAC address. Cisco Unified CM uses the HDX user
name to identify the HDX system.

This field is arbitrary for third-party SIP Devices in Cisco Unified CM. Polycom
recommends configuring the actual MAC address of the HDX system to avoid conflicts.

b (Optional) In the Description text box, enter a description.

¢ From the Device Pool list, select the device pool appropriate for your Cisco Unified
Communications Manager system video devices.

d From the Phone Button Template list, select Third-party SIP Device (Advanced).
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(Optional) If your Cisco Unified CM implementation uses patrtitions and call search
spaces, from the Calling Search Space list, select an appropriate calling search space
for the HDX system.

If your Cisco Unified CM implementation uses the Cisco Unified CM locations-based
Call Admission Control (CAC), select an appropriate location for the HDX system from
the Location list. This location should contain video bandwidth.

Before making this selection, see Design Considerations and Cisco Unified
Communications Manager Considerations.

5 Scroll to the Protocol Specific Information section.

rProtocol Specific Information

BLF Presence Group® Standard Presence group v

MTF Preferred Originating Codec® 711ulaw

Device Security Profile® Third-party SIP Device Advanced - Standard SIP N w
Rerouting Calling Search Space < None = w
SUBSCRIBE Calling Search Space | = None = w
SIP Profile* Standard SIF Profile plus BFCP "
Digest User 1131 bt

[Imedia Termination Point Required

[ unattended Port

O Require DTMF Reception

[V Allow Presentation Sharing using BFCP
[ allow ix Applicable Media

c
d

From the Device Security Profile list, select the profile created in Create a Security
Profile.

In the Digest User field, select the user created in Add a System User.
From the SIP Profile list, select the profile created in Create a SIP Profile.

Select the Allow Presentation Sharing using BFCP check box.

Click Save.

In the status bar near the top of the page, an Update Successful message displays and
the Association Information section displays.

— Association Information

In the Association Information section, click Line [1] - Add a new DN.

— Phone Type
Modify Button Items Product Type: Third-party SIP Device (Advanced)
- Device Protocol: SIP

— Device Information
Registration Unknown
IPv4 Address Unknown

|3 Device is Active
& Device is not trusted
MAC Address®

. 243234234234
Description SEP234234234234234234
Device Pool* DP-Westminster * | View Details
8 Common Device Configuration = MNone = ~ | view Details
Phone Button Template* Third-party SIF Device (Advanced) b
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8 Complete the following required fields:
a Inthe Directory Number field, enter the phone’s extension number.

b Inthe Route Partition field, choose the appropriate value for your Cisco Unified CM
deployment.

Directory Number Configuration

] Save
L]

Status
’7 Status: Ready

Directory Number Information
Directory Number™® 2011

Route Partition Internal b
Description Polycom HDX001
Alerting Name Polycom HDX001

ASCII Alerting Name Polycom HDX001

Active

9 Click Save.
In the status bar near the top of the page, an Update Successful message displays.

10 Reset the Polycom system in Cisco Unified CM.

Configure a Polycom Group Series System for Cisco Unified CM
Registration

Use the Polycom Group Series web administration interface to perform the following
configurations.

Configure SIP Settings

You need to first configure the SIP settings for the Polycom Group Series endpoint.

To configure the SIP settings:

1 Open a browser window, and enter the Polycom Group Series system |IP address or host
name in the Address field.

2 Navigate to Admin Settings > Network > IP Network and select SIP.

27



Direct Registration of Polycom RealPresence Systems with Cisco Unified CM

Enable SIP:
SIP Server Configuration:
Transport Protocol:

Sign-in Address:

User Name:

Password:

Proxy Sernver.

Registrar Server Type  [SULal} v

3 Configure the settings in the SIP Settings section of the IP Network screen as shown in
the following table.

SIP Settings Fields and Their Descriptions

Settings Description

Enable SIP Check this box to enable the HDX system to receive and make SIP
calls.

SIP Server Configuration Set this to Specify so a registrar and proxy server can be configured.

Transport Protocol Specify the protocol used for SIP signaling. For Cisco Unified CM,

select either Auto or TCP.

Sign-in Address Enter the sign-in address used as the endpoint’s SIP URI. Set this to
the directory number you assigned to the HDX system in Cisco
Unified CM. This example is configured with a Directory Number of
2227.

User Name Specify the user name used to login. Set this to the directory number
you assigned to the HDX system in Cisco Unified CM.

Password Check this box to display two additional fields and enter the
password. Use the digest credentials configured in To Add a System
User.

Registrar Server Specify the IP address of the Cisco Unified CM Call processing

subscriber you need to register to.
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Settings Description

Proxy Server If you leave this field blank, the registrar server is used. The
recommeneded value is the IP address of the Cisco Unified CM call
processing subscriber you need to register to.

Registrar Server Type Specifies the type of registrar server. For Cisco Unified CM, set this
to Unknown.

4 Click Save.
Your Polycom endpoint is now registered with Cisco Unified CM.

Ensure the TIP Protocol is Enabled (Optional)

If your Polycom endpoint needs to participate in TIP-based calls, verify that the TIP license is
enabled for your endpoint.

To verify that the TIP protocol is enabled:

1 Open a browser window, and enter the Polycom Group Series system |IP address or host
name in the Address field.

2 Navigate to Admin Settings > General Settings > Options.
3 Verify that the TIP license option is included on your system.

Options

Key codes allow you to activate software options for your system.Polycom generates a key cod
number and system serial number information.

Key:

Multipoint Video Conferencing:

Telepresence Interoperability Protocol (TIP):

Real-Time Video (RTV):

Advanced Video 1080p:

If the TIP option is not available, contact your Polycom Sales Representative as this option
must be purchased.

Configure a Polycom HDX or Immersive System for Cisco Unified CM
Registration

When a Polycom endpoint is registered with a Cisco Unified CM, the endpoint can make calls to
Cisco endpoints that are also registered to the Cisco Unified CM. Use the HDX web
administrator interface to configure the following settings.
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Configure SIP Settings

Configure the following SIP settings to register a Polycom HDX or ITP system with Cisco Unified
CM.

To configure SIP settings:

1 Open a browser window, and enter the Polycom HDX system IP address or host name in
the Address field.

2 Navigate to Admin Settings > Network > IP Network and select SIP.

%General Settings IP Metwork
Network
e Enable SIF: MV
call Preference SIP Server Configuration: Specify
Network Dialing Registrar Senver: 10.223.11.4
Call Speeds Proxy Server: 10.223.11.4
Monitors Transport Protocol: TCP ¥
Cameras Domain Name:
Audio Settings User Marne: 2011
Polycom Touch Contral Domain User Mame: HDX1
LAN Properties Passwaord: N
r Global Services Directary:
»Tools Microsoft Lync Server 2010: r

3 Configure the settings in the SIP Settings section of the IP Network screen as shown in
the following table.

SIP Settings Fields and Descriptions

Settings Description

Enable SIP Check this to enable the HDX system to receive and make SIP calls.

Registrar Server Specify the IP address of the Cisco Unified Communications
Manager. If you leave this field blank, the value in Proxy Server is
used.

Proxy Server Specify the IP address of the SIP Proxy Server. If you leave this field

blank, the value in Registrar Server is used. If you leave both fields
blank, no proxy server is used. Note that if you set Transport Protocol
to TCP, the SIP signaling is sent to port 5060 on the proxy server.
The syntax used for this field is the same used for the SIP Registrar
Server field.

Transport Protocol The SIP network infrastructure that your Polycom HDX system is
operating determines which protocol is required. For Cisco
environments, select either Auto or TCP.
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Settings Description

User Name Specify the system’s SIP name. This is the SIP URI. Set this to the
directory number you assigned to the HDX system.

Domain User Name For Cisco environments, leave this field blank.

Password When this field is enabled, you can specify and confirm a new

password that authenticates the system to the SIP Registrar Server.
If using digest authentication, select the Password check box and set
the password to the digest credentials password you set for the Cisco
Unified Communications user you created for this HDX system.

Directory: Microsoft Lync Specifies whether the SIP Registrar Server is a Lync Server. For
Server Cisco environments, leave this check box unselected.

Ensure the TIP Protocol is Enabled (Optional)

If your Polycom endpoint needs to participate in TIP-based calls, ensure that the TIP license
has been applied to your endpoint.

To ensure the TIP protocol is enabled:

1 Open a browser window, and enter the Polycom Group Series system IP address or host
name in the Address field.

2 Navigate to Admin Settings > General Settings > Options.

3 Verify that the TIP license option is included on your system.

v General Settings Options [ update |
System Settings
Home Screen Settings Key SO = XK= XK = XK - XXX
» Security Option Enabled
Location MPplus 4 Port 4
Datre and Time Avaya ‘/
Serial Port
Options RTV ‘,
» Software Update [ TIP \:, ]
» Network 1080p Resolution «
Monitors ATX SDK ,\/
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4 Navigate to Admin Settings > Call Preference. The following screen displays.

» General Settings Call Preference
*Network SIP: I

IP Metwork TIP: [¥ %

Telephony Analog Phone: -

Call Preference

Network Dialing Diagnostic Mode: -

Call Speeds Transcading: I
Vi ISDN Gateway: r
P IP Gateway: I
Audio Settings Preferred Speeds
Polycom Touch Control Select the preferred speeds for placing calls.

LAN Properties IF Calls:
* Global Services SIP(TIP) Calls:
FTools Selectthe maximum speeds for receiving calls.

IF Calls:
SIP(TIP) Calls:

5 Verify that TIP is enabled as a Call Preference and that the preferred and maximum call

speeds for SIP (TIP) calls are at least 1024 kilobits per second (Kbps) or greater.

Configure the HDX to Prefer TIP (Optional)

To ensure the HDX is able to share content in a separate content channel in TIP-based calls
with other Polycom endpoints or a Polycom RealPresence Collaboration Server, the HDX
should be configured to prefer TIP.

To ensure the TIP protocol is enabled:

1
2

Telnet to the IP Address of the HDX using port 24.
If prompted, enter credentials for access.

Issue the command alwaysusetip get.The HDX returns the current status of this
command.

Issue the command alwaysusetip yes to force the HDX to prefer TIP when
communicating with other Polycom devices.

Issue the command alwaysusetip get to ensure the setting has changed.

Note: Configuration change remains after reboot

This configuration change remains even after the HDX reboots.
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Define your Polycom Immersive System in the Cisco TelePresence

Server (Optional)

If your Cisco environment includes a Cisco TelePresence Server as well as Polycom ITP
endpoints, you need to predefine your Polycom ITP endpoints on the Cisco TelePresence
Server to enable them to participate in calls hosted by Cisco TelePresence Server.

You need to define the Primary codec of your Polycom ITP system as a Legacy CTS endpoint.

To define your Polycom ITP endpoint:

1 Log onto the Cisco TelePresence Server.

2 Select Endpoints > Add legacy Cisco CTS endpoint.

3 Inthe Add legacy Cisco CTS endpoint dialog, complete the following fields:

a Inthe Name field, enter a name for your Polycom ITP system.

b Inthe Address field, enter the directory number you created for the primary codec of
your Polycom ITP system.

Add legacy Cisco CTS endpoint

Add legacy Cizco CTS endpoint

“ou are here: * Endpeints * Add legacy Cizco CTS endpoint

£
-

Polycom TP Syztem

2011

Add legacy C@c?u CTS endpaoint

4 Click Add legacy Cisco CTS endpoint.

Configure SIP Integration Between a Polycom
RealPresence Collaboration Server System and Cisco

Unified CM

You can configure Cisco Unified CM to route audio and video calls directly to a Polycom
RealPresence Collaboration Server. To enable this integration, you need to perform steps in
both the Cisco Unified CM and the Polycom RealPresence Collaboration Server system.

For more information about the Cisco Unified Communications Manager, see the Cisco Unified
Communications Manager Documentation Guide. For more information see Collaboration and
Conferencing Platforms on Polycom Support.
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Configure Cisco Unified CM for SIP Integration with RealPresence
Collaboration Server

Perform the following tasks to create a SIP trunk in Cisco Unified CM to the RealPresence
Collaboration Server system and establish the call routing infrastructure.

Create a SIP Profile

For instructions, see Create a SIP Profile.

Add a SIP Trunk
This task shows you how to add a SIP trunk in Cisco Unified CM.

To add a SIP trunk:
1 Navigate to Device > Trunk.
2 Click Add New in the upper left.
a For Trunk Type, select SIP Trunk.
b For Device Protocol, the default is SIP and cannot be changed.

¢ For Trunk Service Type, select None (Default).

Trunk Configuration
. MNext

rStatus

@ Status: Ready

r Trunk Information

Trunk Type™ SIP Trunk [=]
Device Protocol* z1p =]
Trunk Service Type™® None(Default) E
-
3 Click Next.

4 Enter a Device Name for this trunk, and a description. The Device Name is arbitrary and
should be a name meaningful for your deployment.

5 Fill out fields as appropriate for your deployment, and enter the following required values:
a For Call Classification, select OnNet.

b If your Cisco Unified CM implementation uses the Cisco Unified CM locations-based
Call Admission Control (CAC), select an appropriate location for the Polycom system
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from the Location list. This location should contain appropriate video bandwidth for
connectivity to the RealPresence Collaboration Server.

¢ Confirm that the Media Termination Point Required check box is NOT selected.
The following is shown as an example.

G Save x Delete % Reset Ifl}-l Add New

— Status

@ Status: Ready

— Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type None{Default)

Device Name* Paolycom_RMX_Trunk

Description SIF Trunk to Polycom RMX

Device Pool™* HQ -
Common Device Configuration = None = -
Call Classification™® CnNet -
Media Resource Group List < Nong = -
Location™ Hub_Mone -
AAR Group < None = -
Tunneled Protocol ® None hd
QSIG Variant™ No Changes

ASN.1 ROSE QID Encoding® No Changes

Packet Capture Mode® None -
Packet Capture Duration 0

D Media Termination Point Required
Retry Video Call as Audio
Path Replacement Support
[“]Transmit UTF-8 for Calling Party Name
Transmit UTF-8 Mames in QSIG APDU
[[] Unattended Port

[[]3RTP Allowed - When this flag is checked, Encrypted TLS needs te be configured in the network to provide end to end security. Fai

Consider Traffic on This Trunk Secure®* When using both sRTP and TLS
Route Class Signaling Enabled* Default -
Use Trusted Relay Point™® Default -

[CIPSTN Access
Run On All Active Unified CM Nodes

d If your Cisco Unified CM implementation uses partitions and call search spaces, under
Inbound Calls settings, select an appropriate calling search space for the Polycom
system from the Calling Search Space list. This field affects inbound calls on this SIP
trunk.

e Inthe SIP Information section, fill in the Destination Address with the RealPresence
Collaboration Server signaling IP address.

f Select the Cisco Unified CM default Non Secure SIP Trunk Profile. Be sure to select a
SIP Profile that allows BFCP.
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g Select the SIP Profile created in Create a SIP Profile.

The following is shown as an example.

rSIP Information
Destination
DDestination Address is an SRV
Destination Address Destination Address IPvE Destination Port - -
1* [10.10.10.10 S080 [ =
MTP Preferred Originating Codec® Tiiulaw
Presence Group* Standard Fresence group El
SIP Trunk Security Profile™ Mon Secure SIP Trunk Profile [=]
Rerouting Calling Search Space < Mone = El
Out-Of-Dialog Refer Calling Search Space| < None = Izl
SUBSCRIBE Calling Search Space = None = E|
SIP Profile® Polycom Standard SIF Profile Izl
DTMF Signaling Method * No Preference [=]
Normalization Script
Mormalization Script| < None = IZI
Enable Trace
Parameter Name Parameter Value - -
1 H &

r Geolocation Configuration

6 Click Save.
7 Click Apply Config to apply your changes.

Add a Route Pattern

In this task, you create a route pattern which defines a specific dial pattern or patterns that
should be sent to the RealPresence Collaboration Server SIP trunk created in the previous
section. Video calls are an automatic negotiation as part of the call setup.

Note: Using the route groups and route lists with RealPresence Collaboration Server

If your Cisco Unified CM implementation uses the route group, route list construct, it is
also possible to add the RealPresence Collaboration Server SIP trunk to that construct.
Associating the SIP trunk directly to a route pattern is shown here for simplicity.

To add aroute pattern:
1 Navigate to Call Routing > Route/Hunt > Route Pattern.
2 Click Add New.

3 Add a route pattern representing a single E.164 conference extension or range of
extensions available on the RealPresence Collaboration Server system.

a Inthe Route Pattern field, enter a name for the pattern. This example uses 3XXX.

b From the Gateway/Route List dropdown, select the SIP Trunk you created in Add a
SIP Trunk.
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¢ Enter all other information for your network, such as Route Partition or Calling Party
Transformations if any digit manipulation is required.

d Inthe Call Classification field, select OnNet.
The Provide Outside Dial Tone check box is typically NOT selected.

— Pattern Definition

Route Pattern® 3]

Route Partition Internal A
Description

Numbering Flan -- Not Selected --

Route Filter = Mone >

MLPP Precedence™® Default -

[] apply Call Blocking Percentage

Resource Priority Namespace Network Domain < pone = -
Route Class® Default -
Gateway/Route List™ CSN_RMxX4000 - (Edit)

Route Option @ Route this pattern

") Block this pattern No Error -
Call Classification™® OnNet -
[C] Allow Device Override [C] Provide Outside Dial Tone [C] Allow Owverlap Sending B Urgent Priority
B Require Forced Authorization Code

Authorization Level® 0

[ Require Client Matter Code

4 Click Save.

Note: Using route groups and route lists

If a route pattern is pointed directly at a trunk, any subsequent route patterns that you add
are resets and ALL calls on the trunk are dropped. The use of route groups and route lists
allows calls to stay active while adding route patterns and is highly recommended.

Once you complete the above steps, any Cisco endpoint with the correct call permissions
registered to your Cisco Unified CM should now be able to initiate calls to the RealPresence
Collaboration Server.

Configure the RealPresence Collaboration Server for Cisco Unified CM
SIP calls

The following tasks are required to prepare the RealPresence Collaboration Server to receive
and initiate SIP calls with Cisco Unified CM.
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Enable the RealPresence Collaboration Server for SIP

The following steps enable the SIP protocol on the RealPresence Collaboration Server.

To enable SIP on the Polycom RealPresence Collaboration Server:

1 From the RealPresence Collaboration Server management interface, click the IP tab in the
IP Network Services Properties dialog.

2 Confirm that the IP Network Type dropdown is set to SIP or H.323 & SIP.
3 Click OK.

Metwork Service Name: |IF‘ Metwark Service
IP Network Type: H.323 & 5IF -

At this point, the RealPresence Collaboration Server is capable of receiving SIP calls from Cisco
Unified CM. However, take care to ensure the proper experience for conference attendees.
Attending users may dial directly into a preconfigured meeting room conference ID or
alternatively dial into an entry queue which prompts users to enter a conference ID. One entry
gueue in the system is designated as the transit entry queue that receives calls with dial strings
containing incomplete or incorrect conference routing information. Furthermore, RealPresence
Collaboration Server allows for configuration of an ad hoc entry queue that enables users to
create meetings on the fly from the entry queue prompts.

For more information, see the “Meeting Rooms” and “Entry Queues, Ad Hoc Conferences and
SIP Factories” sections in the Polycom RealPresence Collaboration Server (RMX)
Administrator’'s Guide.

Configure RealPresence Collaboration Server to Route Outbound SIP Calls to
Cisco Unified CM (Optional)

If your deployment requires the RealPresence Collaboration Server to out-dial endpoints
registered to Cisco Unified CM, configure the following steps on the RealPresence Collaboration
Server.

To configure RealPresence Collaboration Server to route outbound SIP calls to Cisco
Unified CM:

1 From the RealPresence Collaboration Server management interface, in the IP Network
Services Properties dialog.

2 Click the SIP Servers tab and configure the following settings:
a Inthe SIP Server field, select Specify.
b Inthe SIP Server Type field, select Generic.

c Select Refresh Registration every 3600 seconds.
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d If not selected by default, change the Transport Type to TCP.
3 Inthe SIP Servers table, do the following:

a Enter the IP address of the primary call-processing Cisco Unified CM node in both the
Server IP Address or Name and Server Domain Name fields.

b Ensure the Port field is set to its default value: 5060. Cisco Unified CM uses this port
number by default.

4 In the Outbound Proxy Servers table, do the following:

a Enter the IP address in the Server IP Address or Name field. This is the same value
entered in Step 3a.

b Ensure the Port field is set to its default value: 5060. (By default, the value in
Outbound Proxy Servers is the same as in SIP Server.)

P Ne 'Ol ervice Froperties

. Networking

» IP Metwark Service Name: |IP Network Service
» Routers
IP Metwork Type: H.323 & SIP -
5 DNS
. Conferencing
SIP Server: Specify -
5 Gatekeeper
» Ports SIP Server Type: Generic hd
> QoS
5% SIP Servers
3 Security
% SIP Advanced
5 V35 Gateway Refresh Registration every: 3600 seconds

Transport Type: TCP - Create Certificate

SIP Servers:

Parameter Primary Server |Alternate Server

Server IPAddr  1.1.1.1
Server Domain  1.1.1.1

Fort 5060

Outbound Proxy Servers:

Parameter |Prirnary Server

Server IPAddr  1.1.1.71]

Port 5060

5 Ensure the IP network service configured in this task is assigned to any meeting rooms
that require SIP out-dial to Cisco Unified CM. You can do this via the Default SIP Service
designation or by directly configuring the meeting room.

For more information, see “Creating a New Meeting Room” in the Polycom RealPresence
Collaboration Server (RMX) Administrator’s Guide.
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Prepare the RealPresence Collaboration Server to Support TIP Calls
(Optional)

If your environment includes Cisco TelePresence endpoints, you can configure the Polycom
RealPresence Collaboration Server to support immersive telepresence calls that uses the TIP

protocol. The following tasks prepare the RealPresence Collaboration Server for multiscreen
ITP calls.

Confirm the RealPresence Collaboration Server Telepresence Mode License
To host ITP calls on the RealPresence Collaboration Server, a telepresence license must be
applied to the system.

To confirm the telepresence licence on RealPresence Collaboration Server:

1 From the RealPresence Collaboration Server manager interface, go to Administration >
System Information.

2 Confirm that Telepresence Mode is True, as shown next.

RTTTT——— _ .

License Information

Total Number of CP Resources: F
Total Number of Event Mode Resources: 0

RMX Version: W
ISDN/PSTN: [frue
Encryption: W
Telepresence Mode: ’Tmei
Serial Number: [m
Multiple Services: True

HD:

Polycom Partners:

System Information

Memory Size [MB]: 1024 MB
Card Configuration Mode: mpmx
System Information CPU Info
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For detailed instructions on setting up your RealPresence Collaboration Server system for
telepresence conferencing, see the Polycom RealPresence Collaboration Server (RMX)
Administrator’s Guide.

Set the MIN_TIP_COMPATIBILITY_LINE_RATE System Flag

The MIN_TIP_COMPATIBILITY_LINE_RATE system flag determines the minimum line rate at
which an entry queue or meeting room can be TIP enabled.

Polycom systems support TIP version 7, which requires a minimum line rate of 1024 Kbps and
rejects calls at lower line rates. The system flag must be set to 1024 Kbps or higher.

For more information, see “Modifying System Flags” in the Polycom RealPresence
Collaboration Server (RMX) Administrator’s Guide.
Configure a TIP-Enabled Conference Profile

When you need to support TIP calls, you must ensure that there are conference profiles for the
RealPresence Collaboration Server meeting rooms that are enabled for TIP support. Note that
different profiles can be assigned to different meeting rooms only if they are TIP enabled.

When you enable TIP, content sharing capabilities are affected for TIP calls. See Share Content
in Telepresence Environments.
To configure a TIP-enabled profile:

1 Create a new conference profile for the meeting room or revise an existing profile. For
more information, see “Defining Profiles” in the Polycom RealPresence Collaboration
Server (RMX) Administrator’s Guide.

2 Click the General tab.

a Set the Line Rate to a value of at least that specified for the
MIN_TIP_COMPATIBILITY_LINE_RATE system flag. This must be set to 1024 Kbps or
higher for TIP calls.

b Setthe Conferencing Mode to AVC only.

F'Properties

General

z Advanced Display Name: |TIP|

3 Gathering Settings Line Rate: W

3 Video Quality

» Video Settings Conferencing Mode: |;'—‘\"u"C only j

3 Click the Advanced tab.

a Select a TIP Compatibility mode of Video Only, Video & Content, or Prefer TIP. The
TIP compatibility mode affects the user video and content experience.
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TIP compatibility (v7.6): Prefer TIP (v7.8) L
FW NAT keep alive: Hena
Video Only

Interval (seconds): )
video and Content

Prafer TIP (v7.8)
Dk

A conference configured with a TIP compatibility of Video Only allows for audio and
video connectivity using TIP signaling. TIP content is not part of the conference.

A conference configured with a TIP compatibility of Video and Content allows for
separate audio, video, and content channels using TIP signaling.

A conference configured with a TIP compatibility of Prefer TIP is similar to Video and
Content, but also allows Polycom endpoints that connect to the RealPresence
Collaboration Server to negotiate the TIP protocol. Additionally, Prefer TIP allows all
content formats to be exchanged in a call—for example H.239, Binary Floor Control
Protocol (BFCP), and TIP—and is the preferred setting for all rooms requiring TIP. This
setting is available in RealPresence Collaboration Server version 8.1.1 and later.

4 Click the Video Quality tab.
a Set the Maximum Resolution to Auto or at least HD 720.

b The Content Settings drop-down menu is disabled if TIP Compatibility is set to Video
and Content in the Advanced tab.

FProperties

General

; Py Display Name: |T|p
3 Gathering Settings Line Rate: ’m
3 Video Quality .
5 viden Settngs Conferencing Mode: ’m
3 Audio Settings
3 Skins . -
People Video Definition
3 IVR
s Recording Video Quality: Sharpness -
» Site Names Maximum Resolution: Auto -
3 Message Qverlay
>

. . Auto
. v Video Clarity CIF
Network Services sD
[T Auto Brightness HD 720
HD 1080

Content Video Definition

Content Settings: |-3ra|:-hics J

Content Protocol: |H.25"5 & H.264 Auto Selection J

5 Click the Video Settings tab.
a Set the Telepresence Mode to Auto or On.

b Setthe Telepresence Layout Mode to the layout desired.
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» Set to Room Switch for the most immersive experience with other multi-screen
systems. Conference attendees see the multi-screen endpoint with the current active
speaker for the conference.

» Setto Continuous Presence for meetings in which all or a subset of participants
should be visible for the conference.
¢ The Send Content to Legacy Endpoints configuration checkbox is disabled if the TIP
Compatibility Mode was set to Video and Content.

Note that when TIP Compatibility Mode is set to Prefer TIP, the Send Content to
Legacy Endpoints field becomes editable.

[~ Presentation Mode

[ Telepresence Mode: |;'-‘~.|.rt0 j

B Telepresence Layout Mode: |Cnr|tinu0us Presence j

[ Lecturer View Switching

Auto Scan Interval(s): [ |

6 Assign this conference profile to a meeting room that you use for TIP telepresence
conferences with Cisco CTS endpoints.
Enable a Meeting Room for TIP Conferences
Meeting rooms that are intended for immersive telepresence calls involving TIP must be
configured with a TIP enabled conference profile.
To enable meeting rooms:

1 Under the RealPresence Collaboration Server Management menu, select Meeting
Rooms and create a new meeting room or revise an existing one.

2 Under the General tab, ensure that the Profile dropdown associates a conference profile
that has been TIP enabled as in Configure a TIP-Enabled Conference Profile.

3 General

> Participants Display Name: Cisco Meeting Room
3 Information - -~ -

Duration: 1684:.“ 00 5 [~ Permanent Conference
» Network Services

Routing Name: [l:‘ 64

Profile: [ [T|P LI ]

ID: [1111

Conference Password: [

Chairperson Password: [

For more information, see “Creating a New Meeting Room” in the Polycom RealPresence
Collaboration Server (RMX) Administrator’s Guide.
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Note: TIP support on RealPresence Collaboration Server entr

Before RealPresence Collaboration Server version 8.1.1, RealPresence Collaboration
Server entry queues did not support TIP and you could define meeting rooms for dialing or
use RealPresence Collaboration Server ad hoc or scheduled dial-out. In RealPresence
Collaboration Server version 8.1.1 and later, RealPresence Collaboration Server entry
gueues fully support TIP endpoints.

Configure Participant Properties for Dial Out Calls (Optional)

From the RealPresence Collaboration Server interface, you can create a conference and add
participants. You can save participants to the RealPresence Collaboration Server address book
for reuse at a later time. Participant properties should inherit their TIP settings from the
conference profile you assigned to the conference. The following steps outline the process to
add a participant for out-dial purposes.

To configure participant properties:

1 Under the Conferences menu, select New Conference, or select an existing active
conference.

2 On the Participants tab, select New.
a Create a name.
b Setthe Type field to SIP.
c Leave the IP Address field at default.

d Set the SIP Address in the format <Cisco Unified CM Directory Number>@<IP
Address of Cisco Unified CM>. Set the Type field to SIP URI.

In the following example, 2103 is the directory number or extension for the Cisco
Unified CM endpoint, and 1.1.1.1 is the IP address of the primary call processing Cisco
Unified CM node.
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New Participan

» General
3 Advanced Marme: [CTS3000-1
3 Information Endpaoint Website
Dialing Direction: Dial out :"
Type: SIP hd
IP Address: 0.0.00
[2103@1.1.1.1 SIP URI |

SIP Address / Type:

Website IP Address: |

™ Audio Only

Extension/Identifier String: |

Add to Address Book

e Optionally click Add to Address Book to make this a permanent entry, or click OK.

Configure Polycom MLA for RealPresence Collaboration Server TIP Conferences

For telepresence mode conferences with CTS and Polycom ITP devices to provide the proper
immersive experience, the Polycom Multipoint Layout Application (MLA) must be associated
with the RealPresence Collaboration Server. Polycom recommends setting MLA to automatic
layout for telepresence mode conferences. The following steps highlight the configuration after
adding the RealPresence Collaboration Server to the MLA interface.

For more information on MLA deployment and configuration, see the latest Polycom MLA User’s
Guide.
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To configure Polycom MLA for RealPresence Collaboration Server TIP conferences:

1 From the main MLA window, select Preferences.

Polycom NTuIt'lpnTnt 3

TelePresence RMX | DMA RMX | Legacy RMX | Avi's RMX | Amphy's RMX |
Conferences(1) Participants
Site: Type Status
Layout Templates for Selected Conference: Description

e e e

2 Under the Connections category, ensure that Automatic Layout Active checkbox is
selected for the RealPresence Collaboration Server in your deployment.

Polycom Multipoint Layout Application Preferences @

Category:

Connections MCU Logins

Template Location

Site Management MCU Mame Address Usemame Password Automatic Layout

Telepresence RMX, ‘I,‘I,‘I,‘I| SUPPORT oy Active i
[ Active 2 ‘
[ Active
[ Active
[ Active
[ Active
Beconnect automatically in the future

You can also create custom templates and manually configure layouts. For more information on
MLA templates and layouts, see the latest MLA User Guide.

Operations During Ongoing Conferences

You cannot move participants between TIP enabled meetings and non-TIP enabled meetings.
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To display participants properties:
1 Inthe Participant List pane, double-click the participant entry.

The Participant Properties - General dialog opens.

2 Click the SDP tab. The following are indicated in the Remote Capabilities, Remote
Communication Mode and Local Communication Mode panes:

o AAC LD
o Audio Protocol
Main Profile

o

o

Video protocol

Troubleshoot

This section provides assistance troubleshooting issues you might have with direct registration
of Polycom RealPresence systems with Cisco Unified CM.

No video in calls between a Cisco endpoint and a Polycom endpoint

Possible Cause: Cisco Unified CM regions settings do not allow for video.

Workaround: Check Cisco Unified CM regions settings. Determine the device pool associated
with each endpoint and the corresponding region assigned to the respective device pools. Once
you know the regions, check the region relationships in the Cisco Unified CM region settings to
confirm the maximum video call bit rate is set properly.

Cisco CTS endpoints cannot connect to the RealPresence Collaboration Server

Possible Cause: The Cisco Unified CM SIP trunk to the RealPresence Collaboration Server is
configured as OffNet.

Workaround: Check Cisco Unified CM trunk settings.

In the Cisco Unified CM SIP trunk settings, confirm the Call Classification setting for the trunk
is set to OnNet. Cisco CTS endpoints do not connect to endpoints classified as OffNet.
Polycom endpoints do not registe to Cisco Unified CM

Possible Cause: The assigned directory number is already in use on another device.

Workaround: Check the directory number and assign a new extension if it is shared with
another device.

Ensure the directory number assigned to the third-party advanced SIP endpoint added to Cisco
Unified CM is not shared with any other devices. If partitions are included in your Cisco Unified
CM deployment, ensure the directory number is unique within its partition.
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Cisco endpoint shows “No bandwidth available” and does not connect to a
Polycom endpoint

Possible Cause: Cisco Unified CM locations-based Call Admission Control (CAC) does not
have proper video bandwidth allocated.

Workaround: Allocate a proper amount of video bandwidth.

If the two devices are configured for different locations within Cisco Unified CM, confirm that
there is adequate video bandwidth to allow for the call under the Locations settings.
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Chapter 4: Direct Secure Registration of
Polycom RealPresence Systems with
Cisco Unified CM

The direct secure registration deployment model takes advantage of Polycom RealPresence
systems SIP capabilities to integrate with Cisco Unified Communications Manager (Cisco
Unified CM) IP Telephony using Transport Layer Security (TLS) registration. This enables
customers to integrate the video and IP telephony “islands” they have deployed, providing
investment protection as well as freedom of choice to continue to deploy Polycom solutions.
Customers with security requirements may now implement direct registration securely with
encrypted signaling and a choice of encrypted or unencrypted media communications.

Deployment Model Advantages

For environments with strict security requirements, registering Polycom RealPresence
endpoints with encrypted signaling to Cisco Unified CM enables you to integrate Polycom
products within a Cisco deployment without additional network management overhead. This
model provides a single source for call admission control and enables Polycom video endpoints
to use telephony functions such as being placed on hold or transferred to another SIP-enabled
endpoint registered with Cisco Unified CM. Once endpoitns are securely registered, customers
have the option to use encrypted or unencrypted media.

In an enterprise using a mixture of telepresence equipment, Polycom HDX, Polycom Group
Series, and Polycom Immersive Telepresence (ITP) systems are able to make and receive
secure calls with Cisco CTS endpoints. Polycom endpoints can also participate in secure
multipoint calls hosted by an RealPresence Collaboration Server system that is SIP trunked to
Cisco Unified CM and a Cisco TelePresence Server. Polycom Group Series systems do not
support secure registration or calls.

To allow for flexible deployments and migrations, Polycom endpoints can be simultaneously
SIP_TLS-registered with Cisco Unified CM and H323-registered with a Polycom Distributed
Media Application (DMA) system.
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Supported Products for Deployment

Verified Polycom Product Versions

Polycom Product

Release

Polycom RealPresence Collaboration Server (RMX)
1500/1800/2000/4000 systems

8.4 - MPMXx card required for
TIP support

Polycom HDX system (all models)

3.1.3.2

Requires TIP option key for
Cisco Immersive
Telepresence calls

Polycom Touch Control for HDX systems v1.9.0

Immersive Solutions including: 3.1.3.2

Polycom RealPresence Experience (RPX)

Polycom Open Telepresence Experience (OTX)

Polycom Architected Telepresence Experience (ATX)

Polycom Multipoint Layout Application v3.1.2.8

Polycom® RealPresence® Resource Manager v7.1

Polycom RealPresence DMA v6.1.0
Verified Cisco Product Versions

Cisco Product Release(s)

Cisco Unified Communications Manager

9.1.2.11900-12

Cisco Unified IP Phones: 7960, 7961, 7962, 7965, 7975, 7985, 9971

Cisco Unified CM 9.1(2)
Default Load

Cisco Jabber for Windows 9.7(0)
Cisco CTS500-32, TX1310, TX9000 6.1.2.1(5)
Cisco CTS500-37, CTS1300, CTS3010 1.10.5.1(4)
EX, C and SX Series 7.1.1
Cisco TelePresence Server 4.0(1.57)
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Deployment Architecture

The following figure shows the reference architecture for this deployment model.

Architecture when Polycom telepresence endpoints are directly securely registered to Cisco Unified
Communications Manager

Cisco Unified
Communications Manager Cisco TelePresence

TelePresence Cluster Video Communications
-+ > I Server
& e [ ,
Polycom = - - —— ‘4
SIP Trunk

MLA A
Pobycom RMX P E4 » [!I 4 Cisco TelePresence
‘/ e -~ Server
Polycom 4 L e ¢ _l
Immersive J \ T -] Cisco Telepresence
Telepresence Y Multipoint Switch
4 1
Palycom rialloh
RealPresence % ﬁlﬂm SP «————»
HOX Cisco CTS SIPTLS = —_———
SCCP <+————»
APl «——-——»

Design Considerations

Before you register any Polycom RealPresence video endpoints to Cisco Unified CM, consider
the following points about interoperability between Cisco Unified CM and Polycom systems.

Cisco Unified Communications Manager Considerations

Make note of the following Cisco Unified CM considerations:

e Location settings should allow for video bandwidth when integrating Polycom video
endpoints and infrastructure.

e Region settings should allow for a minimum of 256 K video bandwidth. Region settings
should match the Polycom HDX system maximum call rate.

¢ Region settings should allow for G.722 audio protocol for the best audio experience.

¢ Since Cisco Unified CM is a SIP back-to-back user agent (B2BUA), it is involved in all
signaling between two endpoints making a call. Cisco Unified CM strips out and does not
allow unfamiliar audio or video codecs. For this reason, some advanced Polycom codecs
such as Siren LPR audio or H.264 high profile video are not negotiated between two
Polycom endpoints directly registered with Cisco Unified CM.
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Note: Insertion of Media Termination Point resources

Due to the nature of out-of-band dual-tone multi-frequency (DTMF) signaling, Cisco
Unified CM is capable of inserting Media Termination Point (MTP) resources in a call. This
prevents video on the Polycom HDX system from operating correctly. This is most
common on H.323 and SIP trunk calls. To prevent this from occurring, the MTP resources
should be removed from any media resource groups and media resource group lists used
in the trunked calls.

Polycom Immersive Telepresence Systems Considerations

The Telepresence Interoperability Protocol (TIP) enables multiscreen or multicamera video
systems to provide video alignment and spatial audio capabilities with other multiscreen or
multicamera endpoints. For multiscreen, immersive system connectivity, consider the following:

e The TIP option key is required in order to support TIP calls. Polycom telepresence
endpoints support TIP version 7.

¢ If you have a Polycom ITP system, the TIP license is included. Ensure that the TIP option
key is installed on each HDX system.

e The TIP license is required in order to register securely as a generic multi- or single-
screen room system using SIP TLS.

¢ You must predefine Polycom ITP endpoints to enable them to participate in calls hosted
by the Cisco TelePresence Server.

Content Sharing in Telepresence Environments

Within a Cisco telepresence environment, Polycom and Cisco endpoints can share content in a
separate content channel. In point-to-point calls between Polycom endpoints registered to Cisco
Unified CM, content is normally sent over BFCP. This includes Polycom endpoints connecting to
RealPresence Collaboration Server bridge calls.

However, in HDX version 3.1.1, a new telnet command has been added (alwaysusetip)
which, when set, prefers TIP connectivity when possible. Additionally, RealPresence
Collaboration Server version 8.1.1 has added a new conference profile TIP Compatibility option
(Prefer TIP), which forces the RealPresence Collaboration Server to prefer TIP with Polycom
endpoints. When Polycom devices are configured to prefer TIP, you can share content in a
separate content channel with other TIP-capable endpoints. For more information, see
Configure the HDX to Prefer TIP (Optional).

Note that when using the telnet command on ITP systems, register only the center codec
instead of all three codecs.

The following guidelines apply:

e Content sharing within a Polycom-Cisco environment is limited to XGA at 5 FPS.

52



Direct Secure Registration of Polycom RealPresence Systems with Cisco Unified CM

¢ |n multipoint calls hosted by the Polycom RealPresence Collaboration Server system,
Polycom endpoints registered to Cisco Unified CM cannot send content to or receive
content from Cisco TelePresence Systems (CTS) connected to the conference unless the
RealPresence Collaboration Server and Polycom endpoints have been configured to
prefer TIP.

e Content sharing on Polycom ITP or HDX systems is only supported via VGA cable. USB
content sharing is not supported.

o The Polycom People + Content IP tool is not supported in Cisco telepresence
environments.

License Devices

Device license units are assigned to each device connected to Cisco Unified Communications
Manager. Each device is assigned a unit number based on the type and capabilities of the
device. Devices with more complex and high-end capabilities are assigned a higher number of
units than devices with basic capabilities. The following table shows the license units for
Polycom devices. For more information, see your Cisco documentation.

Required Device License Units

Polycom Device Required Device License Units
Polycom HDX or Group Series Systems One telepresence room license
Polycom ITP systems One telepresence room license regardless of the

number of screens

Secure Media Methods

Cisco devices support three methods for exchanging Secure Real-time Transport Protocol
(SRTP) keys for different functional call flows, and Polycom HDX and ITP systems support each
method. The method in use depends on the environment, the version of Cisco Unified CM, and
the version of CTS firmware. In Methods 1 and 2, Datagram Transport Layer Security (DTLS)
provides communication privacy for the audio and video media streams. Method 3 uses Session
Description Protocol Security (SDES) to negotiate the key for SRTP.

Method 1: Opportunistic DTLS

HDX systems use this method for backward compatibility to interoperate with previous versions
of CTS (version 1.8 and earlier) and telepresence servers. These system versions do not
announce Secure Audio Video Profile (SAVP) in their Session Description Protocol (SDP) offer
or answer. For this reason, Cisco recommends that if the response from the far-end comes with
Audio Video Profile (AVP) in the SDP, attempt an opportunistic DTLS for SRTP-key exchange
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and then fallback to establish a nonsecure session based upon messages received on RTP-
channel (TIP messaging).

For successful interoperability with these versions, the HDX or ITP system’s TIP call flow makes
an opportunistic DTLS handshake on RTP-transport addresses when AVP is received in a SIP-
SDP message and the HDX or ITP system’s Advanced Encryption Standard (AES) Encryption
setting is enabled. The audio/video media channels each have their own client/server DTLS
context to exchange SRTP keys with far-end systems.

Method 2: DTLS Fingerprint in SIP-SDP

Cisco TIP-enabled systems and Cisco Unified CM version 8.6.2 and later provide a mechanism
to announce use of DTLS-SRTP negotiation in SIP-SDP with fingerprint
SRTP_AES128 HMAC_SHA1 80 SRTP/SRTCP protection profiles.

When negotiated through SIP-SDP, the HDX or ITP system attempts DTLS. Before the
exchange of SRTP-keys, if the HDX or ITP system receives a TIP-message (RTCP subtype set
to 1), the ongoing DTLS-handshake is aborted and one of the following scenarios occurs:

e When AES Encryption is set to When Available, the HDX or ITP system continues the
session with non-encrypted media exchange.

¢ When AES Encryption is set to Always Required, the HDX or ITP system terminates the
call.

Method 3: SDES Keys for SRTP Encryption Key Exchange in SIP-SDP (Preferred)

The best interoperability with TIP-secure devices occurs with Cisco Unified CM version 8.6.2
and later and with the latest versions of CTS firmware. These versions provide support of SDES
with SRTP_AES128 HMAC_SHA1_32SRTP/SRTCP protection profiles. Session Description
Protocol Security Descriptions (SDES) is the fallback security method in case DTLS is not
negotiated.

Securely Register a Polycom RealPresence Immersive,
Room, or Desktop System with Cisco Unified CM

To securely register the Polycom RealPresence system with Cisco Unified CM, complete the
following steps in both the Cisco Unified CM and the Polycom RealPresence system.

For more information about the Cisco Unified Communications Manager, see the Cisco Unified
Communications Manager Documentation Guide. For more information about Polycom HDX
systems, see the Administrator’s Guide for HDX Systems. For more information on Polycom
Group series, see the Administrator’s Guide for Group Series.
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Configure Cisco Unified CM for a secure Polycom Immersive, Room, or
Desktop System

Use the Cisco Unified CM web administrator interface to perform the following tasks. Before
performing these tasks, review the Cisco Unified Communications Manager Considerations.
Create a Security Profile

You need to create a phone security profile for your Polycom systems. If you want to create a
secure profile, you can choose to enable digest authentication to secure the Polycom endpoint
system’s connection to Cisco Unified CM.

Note: Recommendation for digest authentication

Polycom recommends using digest authentication for Polycom endpoint registration.

You need to create a security profile to use with your Polycom HDX, Group Series, or ITP
system. Because each endpoint uses the same security profile, you need to create only one
security profile.
To configure security settings:

1 Log into the Cisco Unified CM console.

2 Select System > Security Profile > Phone Security Profile.
3 Select Add New.
4

Select a Phone Security Profile Type. Select Generic Single Screen Room System (or
select Multiple for ITP systems) and click Next.

5 On Phone Security Profile Information page, complete the following fields:
a Inthe Name text box, enter a profile name for the system.
b Inthe Description field, enter a description for the security profile.
c Set the Device Security Mode to Encrypted.
d Setthe Transport Type to TLS.

e Select the Digest Authentication check box (optional).
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f Setthe SIP Phone Port to 5061.

Phone Security Profile Configuration

— Phone Security Profile Information

Product Type: Generic Single Screen Room System
Device Protocol: SIP
*
Name Secure - GSSRS
Description

Mence Validity Time* 500

Device Security Mode Encrypted -
Transport Type® TLS -

Enable Digest Authentication

[T] Exclude Digest Credentials in Cenfiguration File

— Parameters used in Phone
SIP Phone Port* gpgq

6 Click Save.

In the status bar near the top of the page, Update Successful displays.

Add a System User

You need to create a Cisco Unified CM system user for each Polycom HDX or ITP system
endpoint. When adding secure ITP systems, only a single system user is required for each
generic single or multiple screen room system device added in Cisco Unified CM.

If you cannot add a user here, your system may be integrated with LDAP. If that is the case, you
can use an existing user ID, essentially associating the endpoint to an existing user, or have
your LDAP administrator create a new user ID for each Cisco Unified CM device.

To add a system user:

1 Select User Management > End User.
2 Click Add New.
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The following screen displays.

End User Configuration

LE Save

— Status

® Status: Ready

— User Information

*
Uzer ID |HD}-{].

Password |ttttttlllllllllllltttttttttll

CanirI‘n PaEE'NUrd |l‘l‘l‘l‘l‘l‘lllllll.....l‘l‘l‘l‘l‘l‘l‘l‘l‘ll

PIN |

Confirm PIN |

Last name*

Middle name |

First name

Telephone Number

Mail ID

Manager User ID

User Locale = None = I

Associated PC

Digest Credentials L L N L L T T I I Y

|
|
|
|
Department |
|
|
|
|

Confirm Digest Credential

"

3 Complete the required fields. User ID and Last Name are required fields.

The End User Password and PIN fields are arbitrary and are not used for secure
registration.

a To use digest authentication, enter the Digest Credentials (password) for the Polycom
system.

b Inthe Confirm Digest Credentials field, enter the same value you entered in step a.

4 Click Save.

In the status bar near the top of the page, an Update Successful message displays.

Create a SIP Profile

Cisco Unified CM associates specific SIP parameters with an endpoint or trunk via a SIP profile.
This step creates a SIP profile in Cisco Unified CM that can be associated with the Polycom
system devices.

To create a SIP Profile:

1 Select Device > Device Settings > SIP Profile.
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2 Click Find to see the list of existing SIP Profiles, and select the Standard SIP Profile.
This is the defualt value in Cisco Unified CM.

3 Once open, select Copy.

Most of the SIP settings are left at default. Consult your Cisco Unified CM administrator
about SIP settings specific to your deployment.

4 Change the Name field to something meaningful for your deployment, and configure the
following.

a Select the Use Fully Qualified Domain Name in SIP Requests check box.
b Select the Allow Presentation Sharing using BFCP check box.

¢ Do NOT select the Early Offer support for voice and video calls check box.
The following shows an example.

G Save x Delete Copy % Reset f Apply Config ED:! Add Mew

rStatus

@Status: Ready

@AII SIP devices using this profile must be restarted before any changes vill take affect.

rSIP Profile Information

Name®* Polycom Standard SIP Profile

Default SIP Profile + BFCP
Default MTE Telephaony Event Payload Type® 101

Resource Priority Namespace List
Early Offer for G.Clear Calls*®

Description

< None =

Disabled
SDP Session-level Bandwidth Maodifier for Early Offer and Re-invites® | TTAS and AS

User-Agent and Server header information

R

Send Unified CM Version Information as User-lzl
I:lRedirert by Application

DDisabIe Early Madia on 180
I:lDuthing T.38 INVITE include audic mline
DEnabIe ANAT

I:lRequire SDP Inactive Exchange for Mid-Call Media Change

Use Fully Qualified Domain Name in SIF Reguests
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r Parameters used in Phone

Call Pickup URI®

Call Pickup Group Other URI®
Call Pickup Group URI®

Meet Me Service URI®

User Info®

Timer Invite Expires I:EEEDI'IdE:I* 180
Timer Register Delta (seconds)® 5
Timer Register Expires (seconds)® 3600
Timer T1 (msec)® 500
Timer T2 (msec)® 4000
Retry INVITE® 5
Retry Non-INVITE® 10
Start Media Port® 16384
Stop Media Port® 32766

w-cisco-serviceuri-pickup

o-serviceuri-opickup
w-cisco-serviceuri-gpickup

x-cisco-serviceuri-meetme

None El
DTMF DB Lavel® Neminal [«]
Call Hold Ring Back® Off [«]
Anenymous Call Block® Off EI
Caller ID Blm:l-cing* Off El
Do Mot Disturb Control® User EI
Telnet Level for 7940 and 7960% Disabled El
Timer Keep Alive Expires (s=conds)® 120
Timer Subscribe Expires (seconds)® 120
Timer Subscribe Delta (seconds)® 5
Maximum Redirections® 70

Off Hook To First Digit Timer (milliseconds)® 15000

Call Forward URI® w-cisco-serviceuri-chwdall
Speed Dial (Abbreviated Dial) URI* «-cisco-serviceuri-abbrdial
CDnFerem:e Join Enabled

DRFC 2543 Hold

Serni Attended Transfer

I:‘Enable VAD

DStutter Message Waiting

r Trunk Specific Configuration

Reroute Incoming Request to new Trunk based on® | yever W
RSVP Over SIP¥ Local RSVF v
Resource Priority Namespace List = None = W

Fall back to local RSWP

SIP Rel1XX Options™* Disabled v
Video Call Traffic Class™ Mixed b
Calling Line Identification Presentation™ Diefault b

[ peliver Conference Bridge Identifier

] Early Offer support for voice and video calls (insert MTP if needed)
Send send-receive SOP in mid-call INVITE

[#] Allow Presentation Sharing using BFCP

[ allow ix Application Media

] Allow Passthrough of Configured Line Device Caller Information

] Reject Anonymous Incoming Calls

O Reject Anonymous Outgoing Calls

5 Click Save.

In the status bar near the top of the page, an Update Successful message displays.
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Add a Device Entry

You need to create a Cisco Unified CM device entry for each endpoint system. To securely
register a Polycom HDX or ITP system with Cisco Unified CM, a Generic Single Screen Room
System (GSSRS) device must be added for single-screen systems, and a Generic Multiple
Screen Room System (GMSRS) must be added for multi-screen systems. This step adds a
device to Cisco Unified CM, which in turn allows the device to securely register with Cisco
Unified CM.

To add a device entry:
1 Select Device > Phone.

2 Click Add New.

3 Select Generic Single Screen Room System or Generic Multiple Screen Room
System as appropriate for the Polycom endpoint, and click Next.

The following screen displays. The data shown in this section is an example.

— Phone Type
Product Type: Generic Multiple Screen Room System
Device Protocol: SIP

— Device Information

Registration Registered with Cisco Unified Communications Manager 10.223.84.1
IP Address 10.223.80.223

Active Load ID Unknown

Download Status Unknown

|1 Device is Active

Device Trust Mode™ Trusted M

MAC Address* 00EODBOBCT2F

Description Secure HDX

Device Pool* Austin-DP ¥ View Details
Common Device Configuration = None = * View Details
Phone Button Template® Generic Multiple Screen Room System -

Common Phone Profile* Standard Commeon Phone Prefile -

Calling Search Space Austin-International-C5S -

Media Resource Group List < None = hd

Location* Austin hd

Device Mobility Mode® Default ¥ View Current Device Mobility Settings
Owner User ID < Mone = v

Use Trusted Relay Point* Default -

Always Use Prime Line™® Default hd

Always Use Prime Line for Voice Message® pefault -

Geolocation < None = ¥

Ignore Presentation Indicators {internal calls only)
¥|Logged Into Hunt Group

Remote Device

a Inthe MAC Address field, enter the unigue MAC Address for the HDX system.

For secure registration, this must be the actual MAC Address of the HDX or ITP system
(use the center codec for ITP systems).
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(Optional) In the Description text box, enter a description.

From the Device Pool list, select the device pool appropriate for your Cisco Unified
Communications Manager system video devices.

From the Phone Button Template list, select Generic Single Screen Room System
or Generic Multiple Screen Room System.

(Optional) If your Cisco Unified CM implementation uses patrtitions and call search
spaces, select an appropriate calling search space for the HDX system from the
Calling Search Space list.

If your Cisco Unified CM implementation uses the Cisco Unified CM locations-based
Call Admission Control (CAC), select an appropriate location for the HDX system from
the Location list. This location should contain video bandwidth. Before making this
selection, see Design Considerations and Cisco Unified Communications Manager
Considerations.

4 Scroll to the Protocol Specific Information section.

— Protocol Specific Information

Packet Capture Mode™ None -
Packet Capture Duration 0
BLF Presence Group™® Standard Presence group -

MTP Preferred Originating Codec*

Device Security Profile™® Secure SMSRS -
Rerouting Calling Search Space = None = -
SUBSCRIBE Calling Search Space = pgpe = -
SIP Profile® Standard SIP Profile plus BFCP -
Digest User 1128 h

Media Termination Paoint Required
Unattended Port
Require DTMF Reception

V| Allow Presentation Sharing using BFCP
Allow iX Applicable Media

c
d

From the Device Security Profile list, select the profile created in Create a Security
Profile.

In the Digest User field, select the user created in Add a System User.
From the SIP Profile list, select the profile created in Create a SIP Profile.

Select the Allow Presentation Sharing using BFCP check box.

5 Click Save.

In the status bar near the top of the page, an Update Successful message displays.
After you have saved the new device, the Association Information section displays.
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6 Inthe Association Information section, click Line [1] - Add a new DN.

— Association Information

[ Modify Button Items

J

e line [1] - A
™

d a new DN

w3 line [2] - Add a new DN
™
ez line [3] - Add a new DN
™
em3 line [4] - Add a new DN
™
ez line [5] - Add a new DN
™
w2 line [6] - Add a new DN
™

e line [7] - Add a new DN
™

w7z Line [8] - Add a new TN

— Phone Type

Product Type:
Device Protocol: SIP

Third-party SIP Device (Advanced)

— Device Information

Registration
IPv4 Address

Device is Active

& Device is not trusted
MAC Address*®
Description

Device Pool*

Crrmenen Mavira Canfinnes tiom

7 Complete the following required fields:

Unknown
Unknown

243234234234
SEF234234234234234234

DP-Westminster ¥ | View Details

a Inthe Directory Number field, enter the phone’s extension number.

b In the Route Partition field, choose the appropriate value for your Cisco Unified CM

deployment.

Directory Number Configuration

] Save
L]

Status
’7 Status: Ready

Directory Number Information
2011

Directory Number™®
Route Partition
Description

Alerting Name

Internal
Polycom HDX001

Polycom HDX001

ASCII Alerting Name Polycom HDX001

Active

8 Click Save.
In the status bar near the top of the page, an Update Successful message displays.

9 Reset the Polycom system in Cisco Unified CM.

Configure a Polycom HDX or Immersive System for Cisco Unified CM

Registration

When a Polycom endpoint is securely registered with a Cisco Unified CM, the endpoint can
make calls to Cisco endpoints that are also registered to the Cisco Unified CM and can make
encrypted media calls. Use the HDX web administrator interface to perform the following tasks.
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Configure SIP Settings

Configure the following SIP settings to securely register a Polycom HDX (or Immersive
Telepresence) system with Cisco Unified CM. For ITP systems, only the center codec needs to
be configured for secure registration.

To configure SIP settings:

1 Open a browser window and in the Address field enter the Polycom HDX system IP
address or host name.

2 Navigate to Admin Settings > Network > IP Network and select SIP.

SIP Settings
Enable SIP: v
SIP Server Configuration: Specify -
Reqgistrar Server: 10.223.84.1
Proxy Server:
Transport Protocol: TLS -
Llser Mame: 1128@10.223.84.1
Domain User Name: 1128
Password: I
Directory:

Microsoft Lync Server 2010: [

3 Configure the settings in the SIP Settings section of the IP Network screen. For
guidance, see the following table.

SIP Settings Fields and Their Descriptions

Settings Description

Enable SIP Select this check box to enable the HDX system to receive and make
SIP calls.

Registrar Server Specify the IP address of the Cisco Unified Communications

Manager. If you leave this field blank, the Proxy Server is used.

Proxy Server Specify the IP address of the SIP Proxy Server. If you leave this field
blank, the Registrar Server is used. If you leave both fields blank, no
Proxy Server is used.
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Settings Description

Transport Protocol The SIP network infrastructure in which your Polycom HDX system is
operating determines which protocol is required. For secure
registration, select TLS.

User Name Specify the system’s SIP name. This is the SIP URI. Set this to the
directory number you assigned to the HDX system and includes the
suffix of “@<ip_address>" or “@<dns_name>" of the Cisco Unified
CM call processing subscriber node to register with.

Domain User Name This should match the username created in in Task2 of “Configuring
Cisco Unified CM for a secure Polycom Immersive, Room, or
Desktop System”

Password When enabled, allows you to specify and confirm a new password
that authenticates the system to the SIP Registrar Server. If using
Digest Authentication, select the Password check box and set the
password to the Digest Credentials password you set for the Cisco
Unified Communications user you created for this HDX system.

Directory: Microsoft Lync Specifies whether the SIP Registrar Server is a Lync Server. For
Server Cisco environments, leave this check box unselected.

Import a Certificate to Polycom HDX or Immersive System

The following process outlines the steps to import a valid certificate for Cisco Unified CM. To
support the SRTP/TLS feature, Polycom endpoints support the import of Cisco Unified
Communications Manager X509v3 certificates. The supported certificate format is Privacy
Enhanced Mail (PEM). Correspondingly, the PEM format is supported for Polycom HDX and ITP
import.

To import a Certificate:

1 Open a browser window and in the Address field enter the Polycom HDX system IP
address or host name.

2 Navigate to Admin Settings > General Settings > Security > Certificates.
3 Click on the Create button for a Client Certificate Signing Requests.
4 Fill out the following fields:

o Type Client

o Hash Algorithm SHA-1

o Common Name (CN) This must be of the format “Polycom-SEP<MAC_Address>"
where the MAC Address is the actual MAC of the HDX or ITP endpoint (center codec
for ITP systems).
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5 Fill in the other fields as appropriate for your deployment and click Create.

Create Certificate Signing Request

(CSR)

Create

Type Client -
Hash Algarithm SHA-1 -
Common Mame (CH): Polycom-SEPOOEODBOBCY2F
Organizational Unit (OUY): Polycom
Crganization (O} Engineering
City or Locality (L) Austin

State or Province (ST TX

Country (C): United States

6 Once the CSR is created, download the client CSR “client_csr.pem” file and reboot the
HDX or ITP center codec.

7 At this point, the CSR must be taken to a valid Certificate Authority (CA) that is also
trusted by Cisco Unified CM, so a Certificate can be generated for the HDX or ITP system.

8 Once the CSR is signed and a Certificate is generated, navigate to Admin Settings >
General Settings > Security > Certificates.

9 Under Add a Certificate, browse to the certificate .pem file and add the file.

Certificates | Restart System |

Any changes made to this page will automatically submit this page.

The system must restart for changes to take effect.

Maximum Peer Certificate Chain Depth: 2 -

Always Validate Peer Cerificates from Browsers: r

Always Validate Peer Certificates from Servers: r

Add a Certificate:  Browse..

Once successfully added, it should show on the page. The following is an example:

Issued To Issued By Expiration Date Type Remove
ms3-VM-SERVER-11-CA Ms3-YN-SERVER-11-CA Wednesday, February 24, 2016
Polycom-SEPOOEODBOBC72F ms3-VN-SERVER-11-CA Wednesday, December 17, 2014
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10 Restart the HDX or ITP center codec.

Ensure the TIP Protocol is Enabled

If your Polycom endpoint needs to participate in TIP-based calls, check to see that the TIP
license has been applied to your endpoint. For secure registration, TIP must be enabled for
Generic Single or Multiple Screen Room System type devices in Cisco Unified CM.

To ensure the TIP protocol is enabled:

1 Open a browser window and enter the Polycom Group Series system |IP address or host
name in the Address field.

2 Navigate to Admin Settings > General Settings > Options.

3 Verify that the TIP license option is included on your system.

*General Settings Options M
System Settings
Home Screen Settings Key RO ORI O K - MK
» Security Option Enabled
Location WPplus 4 Port ‘/
Date and Time Avaya
Serial Port
Options RTV "3/
» Software Update L
» Network 1080p Resolution ‘!
Monitors ATX 8DK v4

4 Navigate to Admin Settings > Call Preference. The following screen displays.

P EETEEl i Call Preference
*Network SIF: ™
IP Network TIF: ™ %
TEELTED Analog Phone: -
Call Preference
Network Dialing Diagnostic Mode: I
Call Speeds Transcoding: I

Monitors ISOM Gateway: |—

Cameras IP Gateway: r

Audio Settings Preferred Speeds

Polycom Touch Control Selectthe preferred speeds for placing calls.

LAN Properties P Calls: Y
> Global Services SIP(TIP) Calls: 5144 v
STiis Selectthe maximum speeds for receiving calls.

IP Calls: 6144 |
SIP(TIP) Calls: 5144 v

5 Verify that TIP is enabled as a Call Preference and that the preferred and maximum call
speeds for SIP (TIP) calls are at least 1024 Kbps or greater.
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6 Use the setting pbox alwaysusetip true on the command line of the HDX or ITP system to
support compatibility with TIP systems.

Enable Encrypted Media Calls

To enable encrypted audio and video media communications, configure the following settings.

To enable encrypted media:

1 Open a browser window and enter the Polycom HDX system IP address or host name in
the Address field.

2 Navigate to Admin Settings > General Settings > Security Settings.

3 Configure AES Encryption to either When Available or Required for All Calls as
appropriate for your deployment.

Require Login for System Access: [
AES Encryption: When Available |:]
Allow Access to User Settings: Off .
When Available
Enable Remote Access Required for Video Calls Only
Required for All Calls
Web: v T TTZ 2725 T. T2
Tolnnt b =

Note: Setting AES Encryption

AES Encryption must at least be set to When Available for successful secure registration.

Define your Polycom Immersive System in the Cisco TelePresence
Server (Optional)

If your Cisco environment includes a Cisco TelePresence Server as well as Polycom ITP
endpoints, you need to predefine your Polycom ITP endpoints on the Cisco TelePresence
Server for them to participate in calls hosted by Cisco TelePresence Server.

You need to define the Primary codec of your Polycom ITP system as a Legacy CTS endpoint.

To define your Polycom ITP endpoint:
1 Log onto the Cisco TelePresence Server.
2 Select Endpoints > Add legacy Cisco CTS endpoint.
3 Inthe Add legacy Cisco CTS endpoint dialog, complete the following fields:

a Inthe Name field, enter a name for your Polycom ITP system.
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b Inthe Address field, enter the Directory Number you created for the Primary codec of
your Polycom ITP system.

Add Iegacy Cisco CTS endpoint You are here: * Endpoints * Add legacy Cisco CTS endpoint

Add legacy Cizco CTS endpoint ~

Name Polycom TP Syztem

Address 2011

Add legacy C@c?u CTS endpaoint

4 Click Add legacy Cisco CTS endpoint.

Troubleshoot

This section provides assistance in troubleshooting any issues you may have with Direct Secure
Registration of Polycom RealPresence Systems with Cisco Unified CM.

No video in calls between a Cisco endpoint and a Polycom endpoint

Possible Cause: Cisco Unified CM regions settings do not allow for video.

Workaround: Check Cisco Unified CM regions settings. Determine the device pool associated
with each endpoint and the corresponding region assigned to the respective device pools. Once
you know the regions, check the region relationships in the Cisco Unified CM region settings to
confirm the Max Video Call Bit Rate is set properly.

Cisco CTS endpoints cannot connect to the RealPresence Collaboration Server

Possible Cause: The Cisco Unified CM SIP trunk to the RealPresence Collaboration Server is
configured as OffNet.

Workaround: Check Cisco Unified CM trunk settings.
In the Cisco Unified CM SIP trunk settings, confirm the Call Classification setting for the trunk
is set to OnNet. Cisco CTS endpoints do not connect to endpoints classified as OffNet.

Cisco endpoint shows “No bandwidth available” and does not connect to a
Polycom endpoint

Possible Cause: Cisco Unified CM locations-based Call Admission Control (CAC) does not
have proper video bandwidth allocated.

Workaround: Allocate a proper amount of video bandwidth.

If the two devices are configured for different locations within Cisco Unified CM, confirm that
there is adequate Video Bandwidth allocated to allow for the call under the Locations settings.
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Chapter 5: Polycom RealPresence
Platform SIP Integration with Cisco
Unified CM

You can configure the Polycom Distributed Media Application (DMA) system as a SIP peer and
registrar for your environment.

When you incorporate a Polycom DMA system as a SIP peer within your Cisco environment,
you can do the following:

¢ Use the Polycom DMA system to manage and virtualize conferences on your Polycom
RealPresence Collaboration Server systems.

¢ Route outgoing calls from the DMA system to the Cisco Unified Communications Manager
(Cisco Unified CM).

¢ Route incoming calls from Cisco Unified CM to endpoints and systems registered to the
DMA system.

See the Polycom DMA 7000 System Operations Guide for more information about using the
Polycom DMA system.

Integrating Polycom RealPresence infrastructure with a Cisco Unified CM environment using
DMA SIP peering capabilities offers an open and flexible integration that combines the strength
of a Polycom RealPresence solution with the advantages of Cisco Unified CM telephony. A
Polycom RealPresence solution can provide video conferencing services to a wide variety of
Cisco Unified CM endpoints, including multiscreen Cisco CTS systems using TIP for immersive
telepresence conferences. In addition, DMA can also provide bridge virtualization capabilities to
ensure a highly available solution with market-leading scale. DMA'’s flexible SIP capabilities
allow for the most open architecture and also can provide simultaneous integration with other
systems such as Microsoft Lync.

Supported Products for Deployment

Verified Polycom Product Versions

Polycom Product Release
Polycom Distributed Media Application (DMA) 7000 6.1
Polycom RealPresence Collaboration Server (RMX) 8.4 - MPMx card required for

1500/1800/2000/4000 systems TIP support
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Polycom RealPresence Platform SIP Integration with Cisco Unified CM

Polycom Product

Release

Polycom HDX system (all models)

3.1.3.2

Requires TIP option key for
Telepresence

Polycom RealPresence Group Series 300, 500, and 700

4.1.3.2

Requires TIP option key for
Cisco Immersive
Telepresence calls

Polycom Touch Control for HDX systems 1.9.0
Polycom Touch Control for RealPresence Group Series 4.1
Immersive Solutions including: 3.1.3.2
Polycom RealPresence Experience (RPX)
Polycom Open Telepresence Experience (OTX)
Polycom Architected Telepresence Experience (ATX)

Verified Cisco Product Versions
Cisco Product Release(s)

Cisco Unified Communications Manager

9.1.2.11900-12

Cisco Unified IP Phones: 7960, 7961, 7962, 7965, 7975, 7985, 9971

Cisco Unified CM 9.1(2)
Default Load

Cisco Jabber for Windows 9.7(0)
Cisco CTS500-32, TX1310, TX9000 6.1.2.1(5)
Cisco CTS500-37, CTS1300, CTS3010 1.10.5.1(4)
EX, C and SX Series 7.11
Cisco TelePresence Video Communications Server X8.1.1
Cisco TelePresence Server 4.0(1.57)
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Deployment Architecture
The following figure shows the reference architecture for this deployment model.

Architecture when using Polycom RealPresence Platform SIP integration with Cisco Unified CM

Polycom
RealPressnce
HD=

Cigco Urified
Presence

Cisto Jabber
for Windowe

&

Cisco Unified
Polycom Polyoam DA, Communicaions Manager i
FealPressnce 'Clus‘ter ,,,,,,,,, Telephony Cluster )/
Group Series - i
-
. -« > — = m
; SIP Trunk : I . . o i
i i T - bl .| B b
Pu\ycu_m f_r i i +|jf L1
Immersive . S ; Cisco TeleP resence Cizco TeleP resence
Telepresence Yideo Commurications Server
T T Server

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr _FIFIFL.
- | M
CiscolP  —, - Cisco CTS
Pt CiscolP Viten =
CizooIP Mden  prone 7885

!
VR s
> QP m 1 S
| E

ool

SIP - — Phane 3371
SCCP +— - — —
APl e

Design Considerations

Use a Dial Plan

When integrating Polycom DMA with Cisco Unified CM, it is important to keep in mind that they
are both call control entities. Dial plan considerations are vital to the design prior to
implementation—it should not be a trivial discussion that is solved during deployment. Creating
an organized numbering scheme and coordinating extensions assigned to endpoints on each
system to be in contiguous (summarizable) blocks on each system is ideal when possible.

Use Call Admission Control

The Call Admission Control (CAC) mechanism for both DMA and Cisco Unified CM are
configured and administered separately. Care should be taken to avoid having different
endpoints from the same site or location registered with both DMA and Cisco Unified CM unless
the bandwidth restrictions take this into account.

Share Content

Cisco Unified CM provides general support for Binary Floor Control Protocol (BFCP) over User
Datagram Protocol (UDP) as of version 8.6. Polycom RealPresence endpoints and
infrastructure also support this SIP method of content sharing. For Cisco devices that support
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BFCP over UDP, dual stream (separate channels for video and content) content sharing is
supported with a Polycom RealPresence solution.

The following considerations apply to content sharing for TIP-enabled immersive conferences
when Polycom endpoints are registered to a Polycom DMA system that has been configured as
a SIP peer with Cisco Unified CM.

Content Sharing When Polycom Endpoint Registered to Polycom DMA System as a SIP Peer

Call Types People + Content Sharing
(dual stream with separate channels for video and for content)

Point to Point Calls

HDX/ITP/Group Series system to Yes
HDX/ITP/Group Series system

HDX/ITP system to Cisco CTS Yes

Cisco CTS to HDX/ITP system Yes

Multipoint Calls on Polycom RealPresence Collaboration Server

HDX/ITP system to HDX/ITP Yes
system

HDX/ITP system to Cisco CTS Yes
Cisco CTS to HDX/ITP system Yes

Note: When a TIP License is required

For a Polycom RealPresence Platform SIP Integration with Cisco Unified CM, a TIP
license is only required on Polycom endpoints for point to point multiscreen calls with
other Cisco multiscreen or multicamera endpoints. Multipoint immersive TIP conferences
on the Polycom RealPresence Collaboration Server do not require the Polycom endpoints
to have a TIP license with this deployment model.

Configure SIP Integration between a Polycom DMA
System and Cisco Unified CM

You can configure Cisco Unified CM to route audio and video calls to Polycom endpoints or
bridge resources via a Polycom DMA. To enable this integration, you need to perform steps in
both the Cisco Unified CM and the Polycom DMA system.
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For more information about the Cisco Unified Communications Manager, see the Cisco Unified
Communications Manager Documentation Guide. For more information about Polycom DMA
systems, see the Administrator’s Guide for Polycom DMA Systems.

Configure Cisco Unified CM for SIP Integration with DMA

Perform the following steps to create a SIP integration in Cisco Unified CM to the DMA system
and establish the call routing infrastructure.
Create a SIP Profile

Cisco Unified CM associates specific SIP parameters with an endpoint or trunk via a SIP Profile.
This step creates a SIP profile in Cisco Unified CM that can be associated with the SIP trunk
used to connect to Polycom DMA in Add a SIP Trunk.

To create a SIP Profile:

1 Select Device > Device Settings > SIP Profile.

2 Click Find to see the list of existing SIP Profiles, and select the Standard SIP Profile (a
default in Cisco Unified CM).

3 Once open, select Copy.

Most of the SIP settings are left at default; however the Cisco Unified CM administrator
should be consulted for any SIP settings that may be specific to your deployment.

4 Change the Name to something meaningful for your deployment, and then ensure the
following is configured.

a Select the Use Fully Qualified Domain Name in SIP Requests check box.
b Select the Allow Presentation Sharing using BFCP check box.

¢ Do NOT select the Early Offer support for voice and video calls check box.
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The data shown in this section is shown as an example.

B Save x Delste Copy % Resst Z Apply Config E& Add New
r Status

®Status: Ready

®A|l SIP devices using this profile must be restarted before any changes wvill take affect.

r SIP Profile Information
®

Name Palycom Standard SIF Profile
Description Default SIF Profile + BFCPE
Default MTE Telephony Event Payload Type® i01

Rescurce Priority Namespace List < None =

Early Offer for G.Clear Calls® Disablad

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® [ T125 and AS
User-Agent and Server header information® Send Unified CM Version Information as User- [

DRedire:t by Application

[l 1]

DDisable Early Media on 180

DOutgoing T.38 INVITE include audio mline

I:‘Enable ANAT

I:‘Require SDP Inactive Exchange for Mid-Call Madia Change
Use Fully Qualified Domain Name in SIF Requests

r Parameters used in Phone

Timer Invite Expires (seconds)® i80

Timer Register Delta (seconds)® 5

Timer Register Expires (seconds)® 2600

Timer T1 (msec)® 500

Timer T2 (msec)® 000

Retry INVITE® I

Retry Nan-INVITE® 10

Start Media Port® 15384

Stop Media Port® 22766

call Pickup URIT* x-cisco-serviceuri-pickup

Call Pickup Group Other URI® x-cisco-serviceuri-opickup

Call Pickup Group URI* x-cisco-serviceuri-gpickup

Mast Ma Service URI® ®-Cisco-serviceuri-meetme

User Infe® None El
DTMF DE Level* Nominal [~]
Call Haold Ring Back® Off El
Ancnymous Call Block® Off El
Caller ID E5||:u:|-ci|'|gt Off El
Do Not Disturb Control® User El
Telnet Level for 7540 and 7560 Disabled [l
Timer Keep Alive Expires (seconds)® 120

Timer Subscribe Expires l:semndsjlg iz0

Timer Subscribe Delta (seconds)® 5

Maximum Redirections® 70

Off Hook To First Digit Timer (milliseconds)® 15000

Call Forward URI® w-cisco-serviceuri-chwdall

Speed Dial (Abbreviated Dial) URI® w-risco-serviceuri-abbrdial

[¥] conference Join Enabled
DRFC 2543 Hold

[ semi Attended Transfer
[Clenable vap

I:lEtutter Message Waiting
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— Trunk Specific Configuration

Reroute Incoming Request to new Trunk based on® | Never

v
RSVP Over SIP* Local RSVP b
Resource Priority Mamespace List = None = w
Fall back to local RSVP

SIP Rel1XX Options™® Disabled d
Video Call Traffic Class® Mixed W
Calling Line Identification Presentation™ Default W

[ peliver Conference Bridge Identifier

O Early Offer support for voice and video calls (insert MTP if needed)
Send send-receive SDP in mid-call INVITE

[¥] Allow Presentation Sharing using BFCP

L allow ix Application Media

[ allow Passthrough of Configured Line Device Caller Information

| Reject Anocnymous Incoming Calls

O Reject Anonymous Outgoing Calls

5 Click Save.

In the status bar near the top of the page, an Update Successful message displays.

Add a SIP Trunk

The following are configuration steps to add a SIP trunk in Cisco Unified CM.

To add a SIP trunk:
1 Navigate to Device > Trunk.
2 Click Add New in the upper left.
a For Trunk Type, select SIP Trunk.
b For Device Protocol, the default is SIP and cannot be changed.

¢ For Trunk Service Type, select None (Default).

Trunk Configuration
B e
r Status

@ Status: Ready

r Trunk Information

*
Trunk Type SIP Trunk

Device Protocol® SIp

[ [ 1]

- *
Trunk Service Type None(Default)

- [mext
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3 Click Next.

4 Enter a Device Name for this trunk, and a description. (The Device Name is arbitrary and
should be something meaningful to your deployment.)

5 Fill out most fields as appropriate for your deployment, paying attention to the following
specific parameters:

a
b

For Call Classification, select OnNet.

If your Cisco Unified CM implementation uses the Cisco Unified CM locations-based
Call Admission Control (CAC), select an appropriate location for the Polycom system
from the Location list. This location should contain appropriate video bandwidth for
connectivity to the RealPresence Collaboration Server.

Confirm that the Media Termination Point Required check box is NOT selected.

The following is shown for example.

G Save x Delete % Reset ED: Add New

— Status

@ Status: Ready

— Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Mone(Default)

Device Name ™ Polycom_RMX_Trunk

Description SIP Trunk to Polycom RMX

Device Pool* HG hd
Common Device Configuration = None = -
Call Classification® OnMet hd
Media Resocurce Group List < None = -
Location™® Hub_None -
AAR Group < Mone = -
Tunneled Protocol* None hd
QSIG Variant® No Changes

ASN.1 ROSE OID EI'ICDI:“I'IQ* No Changes

Packet Capture Mode*® None hd
Packet Capture Duration 0

[7] Media Termination Point Required
Retry Video Call as Audio
Path Replacement Support
[“I Transmit UTF-8 for Calling Party Name
Transmit UTF-8 Names in QSIG AFDU
[7] unattended Port

[[]5rTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Fai

Consider Traffic on This Trunk Secure® When using both sRTP and TLS
Route Class Signaling Enabled* Default -
Use Trusted Relay Point* Default -

[[IPSTN Access
Run On All Active Unified CM Nodes
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d Under Inbound Calls settings, if your Cisco Unified CM implementation uses partitions
and call search spaces, select an appropriate calling search space for the Polycom
system from the Calling Search Space list. This affects inbound calls on this SIP trunk.

e Inthe SIP Information section, fill in the Destination Address with the DMA virtual IP
address or supercluster call server FQDN.

f Select the Cisco Unified CM default Non Secure SIP Trunk Profile.

g Select the SIP Profile created in Create a SIP Profile.

The following example shows the destination DMA system with the virtual IP address
“10.10.10.10".

rSIP Information

Destination

DDestination Address is an SRV
Destination Address
1* |10.10.10.10

Destination Address IPvE

Destination Port
5060

m =

MTP Preferred Originating Codec®
Presence Group*

SIP Trunk Security Profile®

Rerouting Calling Search Space
Out-Of-Dialog Refer Calling Search Space
SUBSCRIBE Calling Search Space

Jilulaw

Standard Fresence group
Mon Secure SIP Trunk Profile
< None >

< None =

< None =

SIP Profile®
DTMF Signaling Methad *

Polycom Standard SIF Profile

0 O O

No Preference

Normalization Script

Mormalization Script| < None =

[~]

Enable Trace

Parameter Name Parameter Value - -
1 F =

r Geolocation Configuration

6 Click Save.
7 Click Apply Config to apply your changes.

Add a Route Pattern

In this task, you create a route pattern which defines a specific dial pattern or patterns that
should be sent to the DMA SIP trunk created in Add a SIP Trunk. Video calls are an automatic
negotiation as part of the call setup.

Note: Using the route groups and route lists with a DMA system

If your Cisco Unified CM implementation uses the route group, route list construct, it is
also possible to add the DMA SIP trunk to that construct. Associating the SIP trunk directly
to a route pattern is shown here for simplicity.
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To add aroute pattern:

1 Navigate to Call Routing > Route/Hunt > Route Pattern.

2 Click Add New.

3 Add a route pattern representing a single E.164 conference extension or range of
extensions available on the DMA system.

a Inthe Route Pattern field, enter a name for the pattern. This example uses 6071XXXX.
b From the Gateway/Route List dropdown, select the SIP Trunk you created in Add a
SIP Trunk.
c Fillin all other pertinent information for your network, such as Route Partition or
Calling Party Transformations if any digit manipulation is required.
d Inthe Call Classification field, select OnNet.
The Provide Outside Dial Tone check box is typically NOT selected.
— Pattern Definition
Route Pattern® BOT1HXNY
Route Partition Internal -
Description Direct calls back to CSN 6071 DMA
Numbering Plan - Mot Selected --
Route Filter = None =
MLPP Precedence™® Default -
[ apply call Blocking Percentage
Resource Priority Namespace Network Domain = Nope = -
Route Class* Default -
Gateway/Route List* To_6071_DMA - (Edit)
Route Option @ Route this pattern
) Block this pattern No Error -
Call Classification*® OnNet -
[7] Allow Device Override [[] Provide Outside Dial Tone [C] Allow COverlap Sending [ Urgent Priority
[l Require Forced Authorization Code
Authorization Level* a
= Require Client Matter Code
4 Click Save.

Note: Using route groups and route lists

If a route pattern is pointed directly at a trunk, any subsequent route patterns that you add
are resets and ALL calls on the trunk are dropped. The use of route groups and route lists
allows calls to stay active while adding route patterns and is highly recommended.

78



Polycom RealPresence Platform SIP Integration with Cisco Unified CM

Configure DMA for SIP Integration with Cisco Unified CM

On the DMA system, you need to configure an external SIP peer for Cisco Unified CM. This
allows the DMA system to route and receive SIP calls to devices registered to Cisco Unified

CM.

Configure a SIP Peer

The following steps configure the DMA System with a SIP Peer for Cisco Unified CM.

To configure a SIP peer:

1 Log into the DMA System.

2 Navigate to Network > External SIP Peer.

3 Inthe Actions menu, click Add.

4 Click on the External SIP Peer tab.

a
b

c

Type a name and description for the SIP Peer.
Ensure that the Enabled check box is selected.

In the Next hop address field, type the IP address or DNS-resolvable name of the
primary call processing Cisco Unified CM node.

In the Port field, enter the SIP port to use. The default port is 5060.
(Optional) In the Prefix Range field, enter the prefix associated with the Cisco Unified
CM.

Associating a prefix with your Cisco Unified CM depends on how you have set up dial
plans and rules within your DMA system. For detailed information, see the Polycom
DMA System Operations Guide.

For redundant integrations, do not configure a Prefix Range directly on the DMA SIP
peer.

In the Type drop-down list, select Other.

In the Transport Type drop-down list, select either TCP or UDP. This depends on the
settings of the Cisco Unified CM SIP Trunk Security Profile configuration associated
with the Cisco Unified CM SIP trunk.
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h Ensure the Register Externally check box is not selected.

Add External SIP Peer

[¥1 Enabled
. - *
External SIF Peer Name: cucm-subl Peer
Domain List Description: Integrating with the Primary CUCM Call Frocessing node
Postliminary Next hop address: cucm-subl.abc.com *
Authentication
. Destination network:
External Registration
Port: 5080
Use route header: =
Prefix range:
Strip prefix
Type: Other b
Transport type: ubDp -
Downgrade: [] Downgrade "sips:" to "sip:" if TLS is not supported by this sip peer.

Register externally:

I 0K Il Cancel | 1 Help |

5 Click on the Postliminary tab.
a Clear the Copy all parameters of original “To” headers check box.

b Inthe Format drop-down list, select With Display, use peer’s next hop address as
host.

Edit External SIP Peer

(&) Use output format:

To header options
External SIP Peer
[ ] Copy all parameters of original "Te" headers.

Domain List
Postliminary Format: L With Display, use peer's next hop address as host L3 J
Authentication Template:

External Registration Request URI options

Format: [ Criginal user, configured peer's next hop address as host v J

Template:

() Use customized script:

Debug this script

0K I[ Cancel I Help |
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6 Click OK.

7 (Optional) If you want redundancy to more than one Cisco Unified CM call processing
node, repeat steps 1-6 for up to two other active call processing nodes on the same Cisco
Unified CM cluster.

Set up a Dial Rule (Optional)

If you have configured a prefix directly on the SIP peer, this task is not required. For redundant
integrations, this step is required. As a best practice, the dial rule configured for Cisco Unified
CM should be last in your logical list of dial rules.

See the “Dial Rules” section of the of the “Call Server Configuration” chapter in the DMA system
Operations Guide for detailed information about using dial rules.
To set up adial rule for Cisco Unified CM calls:
1 Select Admin > Call Server > Dial Rules.
2 Click Add.
3 Inthe Add Dial Rule dialog, enter a description for your dial rule.
4 In the Action drop-down menu, select Resolve to external SIP peer.
5

In the Available SIP Peers area, select the SIP peers you created for Cisco Unified CM in
Configure a SIP Peer and move them to the Selected SIP Peers area using the “>”
button.

Description:  Prefix 6555 calls to cucml-subl (primary)

) Action: | Resolve to external SIP peer v
Dial Rule
Preliminary + Enabled
Available SIP peers Selected SIP peers

ucalab-cucml-pub Peer

ucalab-cucm1-subl Peer

I 0K Il Cancel | | Help |

6 Select the Enabled check box.
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Select the Preliminary tab.

Enter a DMA Script that identifies calls to numbers with the desired prefix. This example
uses a script to identify extensions beginning with the prefix 6555.

+ Enabled

FEEEEEEETEEE i EraEfErdiffsy
SRR TR TR T T

Dial Rule // FILTER (Inverted)
/f Do not match on this rule unless the dial string has prefix 8555
/f non-6555 --= NEXT_RULE
if(1DIAL_STRING.match(/*=sip:6555/))
s
L
return NEXT_RULE;
1
¥

Freliminary

Script:

Debug this script

I QK I[ Cancel || Help |

For more information and examples on DMA scripting capabilities, please refer to the DMA
Operators Guide.

Click OK.

Create a TIP-Enabled Conference Template (Optional)

If you are using the Polycom DMA system to route telepresence conferences to Virtual Meeting
Rooms (VMRSs), you need to create a conference profile that is TIP-enabled and supports a
minimum of 1024 Kbps.

To create a TIP-enabled conference profile:

1

2
3
4
5

Log onto your DMA system.

Select Admin > Conference Manager > Conference Templates.

Click Add.

Select the Common Settings tab to enter a name and description for your template.
Select the RealPresence Collaboration Server General Settings tab.

a Inthe Line rate field, select a line rate of 1024 Kbps or higher.
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depending on what you want to support.

Add Conference Template

b Inthe TIP compatibility field, select Video Only, Video and Content or Prefer TIP,

RMX Profile Settings

Uze existing profile: L
Commeon Settings RMX profile name: v (7]
RMX General Settings Conference Settings
RMX Gathering Settings Cascaded conference: L
RMx Video Quality Video switching (WSW): L
RIMX Video Settings H.264 high profile (v7.6):
RM¥ Audio Settings )

Reszolution: 4

RMX Skins

Line rate: | 1024 kbps v |
RMX Conference IVR
RMX Recording Advanced Settings
Cizco Codian Encryption: | Mo encryption v |

LPR: v

TIP compatibility (w7.6): | Video and Content |

| Ok I [ Cancel I Help |

6 Select the RealPresence Collaboration Server Video Quality tab.
a Set the Max resolution (v7) to Auto or at least HD 720.

b Disregard the Content Video Definition settings.

Add Conference Template

People Video Definition

Video quality:

Sharpness L4
Auto v

Video clarity (MPM+ and MPMx only):  ~;¢

Common Settings Max resolution (v7):
RM¥ General Settings

RMX Gathering Settings

Auto brightness (w7): HD 1080
RMX Video Quality HD 720
RMX Video Settings Content Video Definition sD
RMxX Audio Settings Content settings: | Graphics v

RMX Skins Content protocol:

Up to H.264 L4
RMX Conference IWVR
RMX Recording

Cisco Codian

| 0K | | Cancel | | Help |

7 Select the RealPresence Collaboration Server Video Settings tab.
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a Set the Telepresence Mode to Auto or On.

b Setthe Telepresence Layout Mode to the layout desired. This affects the video
experience of the conference.

Set to Room Switch for the most immersive experience with other multiscreen
systems. Conference attendees sees the multiscreen endpoint with the current active
speaker for the conference.

Set to Continuous Presence for meetings in which all or a subset of participants
should be viewable for the conference.

Add Conference Template

Presentation mode:

L

Send content te legacy endpoints (MPM+ and MEMx only): [«]
Common Settings Same layout: L
RM¥X General Settings Lecturer view switching: L1
RMX Gathering Settings Auto layout: [v]
RMX Video Quality Layout: O
RMx Video Settings Telepresence mode (v6): Aute | w
RMX Audic Settings

Telepresence layout mode (ve): | Continuous Presence | ¥ |

RMX Skins
RMX Conference IVR
RM¥ Recording

Cisco Codian

I OK |l Cancel | | Help |

8 Click OK.

Troubleshoot

This section provides assistance in troubleshooting any issues you may have with Polycom
RealPresence Platform SIP Integration with Cisco Unified CM.

Cisco Unified CM sends calls to a DMA registered endpoint but endpoint does not
ring
Possible Cause: Cisco Unified CM is sending the SIP URI as <alias>@<ip_address_of_DMA>.

Workaround: In Cisco Unified CM, if the customer adds the DMA SIP peer as an IP address,
then Cisco Unified CM sends the call in this format. There are two options. In Cisco Unified CM,
add the DMA peer destination as a FQDN and ensure the SIP Profile associated with the Cisco
Unified CM SIP trunk is configured with Use Fully Qualified Domain Name in SIP Requests
enabled.
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Alternatively, in DMA under Call Server > Domains, add the IP address of the DMA server as
a domain and calls are accepted by DMA in this format.

Cisco Unified CM SIP endpoint calls to DMA H323 endpoints may be denied due

to bandwidth

Possible Cause: When DMA invokes its SIP-to-H323 gateway feature, it is forced to look at
bandwidth settings for H.323. The Cisco Unified CM SIP peer destination may not be defined in
any sites in DMA (or RealPresence Resource Manager if integrated), so it denies the call.

Workaround: Add the Cisco Unified CM node’s subnet to the customer’s site topology. DMA
doesn’t look at bandwidth parameters for SIP calls—only H323. You should add the Cisco
Unified CM SIP peer to the site topology.

Calls from a Cisco CTS are not able to connect to a DMA registered endpoint or
RealPresence Collaboration Server

Possible Cause: The Cisco CTS IP address may not be defined in the site topology.

Workaround: Add the Cisco CTS’s subnet or IP to the customer’s site topology in DMA under
Network > Site Topology > Sites. If the DMA is integrated with RealPresence Resource
Manager, add it to the site topology there.

Calls from a Cisco CTS are not able to connect to a DMA VMR

Possible Cause: DMA conference settings may be limiting the maximum bit rate for calls.

Workaround: In DMA under Admin > Conference Manager > Conference Settings, check
that the Default maximum bit rate (kbps) is at least 4096 for CTS immersive connectivity.

You are here: Admin =

Conference Manager =

Conference Settings

NAVIGATION
Conference Settings
Conference Templates

Shared Number Dialing

Caution: Changing the Dialing prefix may terminate active H.323 calls.

Default class of service:

Default maximum bit rate (kbps):

Default minimum downspeed bit rate (kbps):

Dialing prefix:

Default max total participants:
Default conference template:
Default territory:

Default MCU pool order:
Minimum generated room I1D:
Maximum generated room ID:

Conference Duration

(=) Unlimited

() Hours: Minutes:

Bronze -
Unlimited | w
ze4 L

60640
- -
Automatic -
Factory Template -
UCA LAB Territory 1 v

Factory Pool Order d
1000 *

959595 *
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Calls from a DMA-registered HDX endpoint are denied by Cisco Unified CM

Possible Cause: If there are spaces in the HDX system name, DMA fills these in with “%20”, as
shown next.

From: <sip: UCALABY20HDX 207002
1@10.47.48.26>;tag=0275ee566901

Workaround: Remove spaces from the HDX system name.
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Chapter 6: Polycom RealPresence
Platform Integration with VCS

For customers that have existing investments with Cisco Video Communications Server (VCS)
but wish to enhance or migrate the solution to Polycom RealPresence infrastructure, Polycom
supports a SIP integration as well as an H.323 integration between a Polycom DMA system and
VCS.

See the Polycom DMA 7000 System Operations Guide for more information about using the
Polycom DMA system.

Deployment Model Advantages

Integrating Polycom RealPresence infrastructure with a Cisco VCS environment using DMA SIP
peering or H.323 Gatekeeper neighboring capabilities offers an open and flexible path both for
integrations as well as migrations. Companies with new acquisitions and service providers alike
can benefit from Polycom’s open approach to unified communications. DMA can also provide
bridge virtualization capabilities for ad-hoc VMR environments to ensure a highly available
solution with market-leading scale. DMA'’s flexible SIP capabilities allow for the most open
architecture on the market and also can provide simultaneous integration with other systems
such as Microsoft Lync.

Supported Products for Deployment

Verified Polycom Product Versions

Polycom Product Release

Polycom Distributed Media Application (DMA) 7000 6.1

Polycom RealPresence Collaboration Server 1500/1800/2000/4000 8.4 - MPMx card required for
systems TIP support

Polycom HDX system (all models) 3.1.3.2

Polycom RealPresence Group Series 300, 500, and 700 4.1.3.2

Requires TIP option key for
Cisco Immersive
Telepresence calls

Polycom VVX 1500 4.1
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Verified Cisco Product Versions

Cisco Product Release(s)
Cisco Video Communications Server X8.1.1
Cisco C Series 7.11
Cisco EX Series 7.11
Cisco SX Series 7.1.1
Cisco TelePresence MCU 4.3

Deployment Architecture
The following figure shows the SIP reference architecture for this deployment model.
Architecture when using Polycom DMA System SIP peering to Cisco VCS
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The following figure shows the H323 reference architecture for this deployment model.

Architecture when using Polycom DMA system H.323 GK neighboring to Cisco VCS
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Design Considerations

Dial Plan

When integrating Polycom DMA with VCS, it is important to keep in mind that they are both call
control entities. Dial plan considerations are a vital aspect of the design prior to implementation
and often must also account for the telephony or IP PBX solution in the environment. Creating
an organized numbering scheme and coordinating extensions to be in contiguous
(summarizable) blocks on each system is ideal when possible.

In the case of SIP and SIP Uniform Resource Identifiers (URI), the domain of each system must
be configured as well. If VCS is responsible for the subdomain abc.company.com, it may be
advantageous to have DMA be responsible for its own subdomain, for example,
Xyz.company.com.

In the case of H.323, naming conventions for H323-IDs should also be considered.

Call Admission Control

The Call Admission Control (CAC) for each system is configured and administered separately.
Care should be taken to avoid having different endpoints from the same site or location
registered with both DMA and VCS unless the bandwidth restrictions take this into account.
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Protocol Conversion

When designing the integration between VCS and DMA, consider use cases where either DMA
or VCS performs H.323-to-SIP or SIP-to-H.323 conversion services. VCS uses a licensing
method for each conversion that occurs, so it is important to note when a particular use case
invokes a license. DMA does not license these calls separately, but has separate capacity limits
for these calls.

Note: DMA system gateway function usage

The DMA system’s gateway function is used only for calls to registered endpoints, SIP
peers, and H.323 gatekeepers. It's not used for calls to virtual meeting rooms (VMRs),
virtual entry queues (VEQs), external addresses, or IP addresses.

See the Polycom DMA 7000 System Operations Guide for more information about protocol
conversion capabilities and limits on the Polycom DMA system.

See the VCS Configuration Guides for more information about VCS traversal licenses.

Configure SIP Integration Between a Polycom DMA
System and VCS

You can configure VCS to route audio and video calls to Polycom endpoints or bridge resources
via a SIP integration to Polycom DMA. To enable this integration, you need to perform steps in
both VCS and the Polycom DMA system.

Configure VCS for SIP Integration with DMA

Complete the following tasks to create a SIP integration in VCS to the DMA system and
establish the call routing infrastructure.
Add a Neighbor Zone

VCS uses the concept of “zones” to configure neighbors.

To add a SIP neighbor zone:
1 From the VCS web administration pages, select VCS Configuration > Zones.
2 Click New to create a hew neighbor.

3 Configure a Name that is meaningful for your deployment, and select Neighbor from the
Type dropdown list. The Neighbor Zone configuration parameters are then displayed.

4 Many settings can be left at default, but note the following parameters.

a Under H.323, select a Mode of Off from the dropdown list.
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b Under SIP, first set Transport to TCP and then change the Port setting to 5060.

¢ Under Location, configure the Peer 1 address with the virtual IP address of your DMA

node. Alternatively, you can configure the Fully Qualified Domain Name (FQDN) of the
DMA supercluster.

d Under Advanced, the default Zone profile works for most deployments; however, the

VCS administrator should be consulted for any custom SIP attributes that are specific to

your deployment.

1] II ' II I
CISCO Cisco TelePresence Video Communication Server Control

Status System VC 5 configuration Applications Maintenance

Create zone
| Configuration I
Name « Puljoum DhiA 5P Nelgioor i
Tipe # | Nelghbar El i
Hiop count = 15 L
H3Z3 I
Mode o |E| 1
Part & 1719 [
]
P |
Mode on |E| 1
= & 5060 i
Transpart TR |z| 1
Aooept proded reglsirations Allow El i
Authentication |
Aumeniition palicy D0 ot ahec; credeniiats |z| i
ko RSt moe o |E| i
Location I
1111 i
i
i
i
i
Peer & mndre i
idvancad i
Zome proflie Cetmun |E| 1
Cresiezone | Cancal

Add a Dial Plan Search Rule

A VCS dial plan search rule identifies when calls should be routed to the DMA neighbor zone.
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To add a dial plan search rule:

1 From the VCS web administration pages, select VCS Configuration > Dial plan > Search
rules.

2 Click New to create a new search rule.

3 Configure a Rule name that is meaningful for your deployment, and select parameters
that are specific to the call routing for your environment.

a From the Target dropdown, select the neighbor zone configured in .Add a Neighbor
Zone. Note the example below is different than the example in shown previously.

b If a numeric prefix defines endpoints registered to the DMA system, configure the
following:

» Select Alias pattern match for Mode.
» Select Prefix for Pattern type.
» Enter a Pattern string.

In the example shown next, calls are forwarded to extensions beginning with 71 to the
Polycom DMA system.

Edit search rule *You are here: WCS configuration *

Configuration

Rule name # Polycom DMA

Description

Priority #+ 100 |

Source AllZones El |
Request must be authenticated No El i

Wode Alias pattern matchEl 1
Pattern type Prefix El |

Pattern string * T1

Pattern behavior Leave El I

On successful match Stop El !

Target # | Chicago DMA El |
State Enabled || i

Save | Delete | Cancel |

¢ If a unique subdomain defines endpoints registered to the DMA system, configure the
following:

» Select Alias pattern match for Mode.
» Select Regex for Pattern type.
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» Enter a regular expression in Pattern string.

In the example shown next, calls are forwarded to SIP URIs ending in
dma.company.com to the Polycom DMA system.

Edit search rule You are here: VCS configuration *

Configuration

Rule name # ([@dma.company.com
Description

Priority * 100 I

Source AllZones El i
Request must be authenticated Mo El 1

Mode Alias pattern matchEl i
Pattern type RegexE| I

Pattern string # _+([@dma\.companyt.com.®
Pattern behavior Leave El 1

COn successful match Stop El i

Target # | Chicago DMA El i
State Enabled El 1

Save | Delete | Cancel |

Verify Bandwidth Configuration and Restrictions (Optional)

To complete this step, check with the VCS administrator to confirm the bandwidth limit settings
in VCS.

To verify bandwidth configuration and restrictions:

1 From the VCS web administration pages, select VCS Configuration > Bandwidth >
Configuration.

2 Verify the default call bandwidth

3 From the VCS web administration pages, select VCS Configuration > Local Zone >
Subzones.

4 For endpoints in subzones or sites that access this integration, ensure any subzone
bandwidth restrictions allow for bandwidths expected by the solution.

Configure DMA for SIP Integration with VCS

On the DMA system, you need to configure an external SIP peer for VCS. This allows the DMA
system to route and receive SIP calls to devices registered to VCS.
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Configure a SIP Peer

The following steps configure the DMA System with a SIP Peer for VCS.

To configure a SIP Peer:

1 Log into the DMA System.

2 Navigate to Network > External SIP Peer.

3 Inthe Actions menu, click Add.

4 Click on the External SIP Peer tab.

a
b

c

Type a name and description for the SIP Peer.
Ensure that the Enabled check box is selected.

In the Next hop address field, type the IP address or DNS-resolvable name of the
primary VCS node.

In the Port field, enter the SIP port to use. The default port is 5060.

(Optional) In the Prefix Range field, enter the prefix associated with the VCS.

Associating a prefix with VCS depends on how you have set up dial plans and rules
within your DMA system. For detailed information, see the Polycom DMA System
Operations Guide.

For redundant integrations, do not configure a Prefix Range directly on the DMA SIP
Peer.

In the Type drop-down list, select Other.
In the Transport Type drop-down list, select TCP.

h Ensure the Register Externally check box is unchecked.

4 Ensbled
External SIP Peer Rlm=: VCS Node 1
Damain List Description: Intsarating with VCS
Postliminary Next hop address:  ves-node.abe.com
Authentication
. Destination network:
Bart: s060
Use route header: [
Brefix range: 4z
Strip prefix
Type: Other .
Transport type: TP v
Downgrade: Downgrade "sips:” to "sip:” if TLS is not supparted by this sip peer.
Register sxtarnsl)
[ ok ]| cancet || nel |
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5 Click on the Domain List tab (optional).

a If calls should be routed to the VCS according to a unique subdomain for the
environment, enter that domain here and click Add.

Edit External SIP Peer %

Add new domain:

yyy.abc.com Add
External SIF Peer

Authorized domains (if there is no demain in the list, all domains are supported):

Domain List
Postliminary soo.abe.com
Authentication

External Registration

OK | cancel || Help |

6 Click on the Postliminary tab.
a Select the Copy all parameters of original “To” headers check box.

b Inthe Format drop-down list, select Use original request’s To.

Edit External SIP Peer 3

® Use output format:

To header options
External SIP Peer
¥ Copy all parameters of original "To" headers.
Domain List

Postliminary Format: L Use original request's To v

Authentication Template:
External Registration Request URT options

Format: | Qriginal user, configured peer's Destination Network or next hop address | v )

Template:

(U Use customized script:

Debug this script

oK | cancel || Help |

7 Click OK.

8 (Optional) If you want redundancy to more than one VCS node, repeat steps 1-6 for up to
two other active nodes on the same VCS cluster.
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Set up a Dial Rule (optional)

If you have configured a prefix directly on the SIP peer, this task is not required. For redundant
integrations, this step is required. As a best practice, the dial rule configured for VCS should be
last in your logical list of dial rules.

See the “Dial Rules” section of the of the “Call Server Configuration” chapter in the DMA System
Operations Guide for detailed information about using dial rules.

To set up adial rule for VCS calls:

1

2
3
4
5

© o0 N O

Select Admin > Call Server > Dial Rules.

Click Add.

In the Add Dial Rule dialog, enter a description for your dial rule.

In the Action drop-down menu, select Resolve to external SIP peer.

In the Available SIP Peers area, select the SIP peers you created for VCS in Configure a
SIP Peer and move them to the Selected SIP Peers area using the “>” button.

Add Dial Rule 24
Dezcription:  Prefix 72 calls to VTS Cluster
Astian: Ragolve b axternsl S[P paer -
Dial Rule
Eraliminary +# Enabled
Available S1F paars Selected SIF pears
C5-Nodel
C5-Nodel

Ensure you selected the Enabled check box.
Select the Preliminary tab.
Select the Enabled check box.

Enter a DMA Script that identifies calls to numbers with the desired prefix. This example
uses a script to identify extensions beginning with the prefix 72.
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¥ Enabled

fffffffffffffffffffffffffffffff
fffffffffffffffffffffffffffffff

Dial Rule J// FILTER (Inverted)

/{ Do not match on this rule unless the dial string has prefix 72
ff non-72 --= NEXT_RULE
if{IDIAL_STRING.match(/~=ip:72/))

i
L

return NEXT_RLULE;
1
I

Preliminary

Script:

Debug this script

| OK |l Cancel I Help |

For more information and examples on DMA scripting capabilities, please refer to the DMA
Operators Guide.

10Click OK.

Configure H.323 Integration between a Polycom DMA
System and VCS

You can configure VCS to route audio and video calls to Polycom endpoints or bridge resources
via an H.323 integration to Polycom DMA. To enable this integration, you need to perform steps
in both VCS and the Polycom DMA system.

Configure VCS for H323 Integration with DMA

Perform the following tasks to create an H323 integration in VCS to the DMA system and
establish the call routing infrastructure.

Add a Neighbor Zone
VCS uses the concept of zones to configure neighbors.

To add a H323 neighbor zone:

1 From the VCS web administration pages, select VCS Configuration > Zones.

2 Click New to create a new neighbor.
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3 Configure a Name that is meaningful for your deployment, and select Neighbor from the
Type dropdown list. The neighbor zone configuration parameters are then displayed.

4 Many settings can be left at default, but not the following parameters.

a
b

c

Under H.323, select a Mode of On from the dropdown list.
Under SIP, select a Mode of Off from the dropdown list.

Under Location, configure the Peer 1 address with the virtual IP address of your DMA
node. Alternatively, you can configure the Fully Qualified Domain Name (FQDN) of the
DMA supercluster.
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d Under Advanced, the default Zone profile works for most deployments; however, the
VCS administrator should be consulted for any custom H.323 attributes that are specific
to your deployment.

wl II ' II I
CISCO Cisco TelePresence Video Communication Server Control

Status System VC 5 configuration Applications Maintenance

Create zone Yiou are hene VTS

[ conngurstion I

kame & Polycom DMA GK i

Type * | meigrioor El i

Hiop count = 13 L

H.3Z3 H

o = 2]

son & 1718 i

|

P |

- o [a] &

Dort & 3051 i

Transport TLE |E| i

TLS verty mode o [«

ACTED provied registrations Al |E| 1

Authentication i

Aueniication pallsy Do mof check credentlals |E| i

Location I

Peer 1 address 11111111 i
Pesr 2 andness 5
Pear 3 address L
Pesr 4 300rEEE L
Peer § aodrese 5

Peer & address 5
Avanced I

Zome proflie Cetmn El L
Cresezoe| Cancel

Add a Dial Plan Search Rule
A VCS Dial Plan Search Rule identifies when calls should be routed to the DMA neighbor zone.

To add a dial plan search rule:

1 From the VCS web administration pages, select VCS Configuration > Dial plan > Search
rules.
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2 Click New to create a new search rule.

3 Configure a Rule name that is meaningful for your deployment, and select parameters
that are specific to the call routing for your environment.

a From the Target dropdown, select the Neighbor Zone configured in Add a Neighbor
Zone.

b If a numeric prefix defines endpoints registered to the DMA system, configure the
following:

» Select Alias pattern match for Mode.
» Select Prefix for Pattern type.
» Enter a Pattern string.

In the example shown next, calls are forwarded to extensions beginning with 72 to the
Polycom DMA system.

Create search rule
Configuration
Rule name
Description
Priority
Source
Request must be authenticated
Mode
Pattern type
Pattern string
Pattern behavior
On successful match
Target

State

Create search rulel Cancell

“ou are here

* Polycom DA

H323 GK calls to DMA&

& 100 i

Any El 1
No El |
Alias pattern match El 1

Prefix El i

& 71

Strip El i
CuntinueEl I

+ | PolycomDMA GK [ (i

Enabled El i

Verify Bandwidth Configuration and Restrictions (Optional)

To complete, check with the VCS administrator to confirm the bandwidth limit settings in VCS.
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To verify bandwidth configuration and restrictions:

1 From the VCS web administration pages, select VCS Configuration > Bandwidth >
Configuration.

2 Verify the default call bandwidth.

3 From the VCS web administration pages, select VCS Configuration > Local Zone >
Subzones.

4 For endpoints in subzones or sites that access this integration, ensure any subzone
bandwidth restrictions allow for bandwidths expected by the solution.

Configure DMA for H323 Integration with VCS

On the DMA system, you need to configure an external gatekeeper for VCS. This allows the
DMA system to route and receive H323 calls to devices registered to VCS.

Configure an External Gatekeeper

The following steps configure the DMA System with an H.323 gatekeeper neighbor relationship
with VCS.
To configure an external gatekeeper:
1 Log into the DMA System.
2 Navigate to Network > External Gatekeeper.
3 Inthe Actions menu, click Add.
4 Click on the External Gatekeeper tab.
a Type a name and description for the SIP peer.
b Ensure that the Enabled check box is selected.

c Inthe Address field, type the IP address or DNS-resolvable name of the primary VCS
node.

In the RAS Port field, enter the H.323 neighbor port to use. The default port is 1719.

o

(0]

(Optional) In the Prefix Range field, enter the prefix associated with the VCS. If this
prefix should be stripped prior to sending a location request to VCS, select the Strip
prefix check box.

Associating a prefix with VCS depends on how you have set up dial plans and rules
within your DMA system. For detailed information, see the Polycom DMA System
Operations Guide.

For redundant integrations, do not configure a Prefix Range directly on the DMA
external gatekeeper.
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Edit External Gatekeeper
A Enabled
External Gatekeeper W VCS-Nodel-GK )
Postliminary Description: WCS H.323 Gatekeeper
Address: 1.1.1.1 *
RAS port: 1719 *
Prefix range: 82
Strip prefix
# Prefer routed
Authentication mode
Enabled
Name:
Password:
Confirm password:
Algorithm:
LRQ test
OK I i Caneel I Help |

(Optional) If you want redundancy to more than one VCS node, repeat steps 1 to 4 for up

to two other active nodes on the same VCS cluster.

Set up a Dial Rule (optional)

If you have configured a prefix directly on the external gatekeeper, this task is not required. For
redundant integrations, this step is required. As a best practice, the dial rule configured for VCS
should be last in your logical list of dial rules.

See the “Dial Rules” section of the of the “Call Server Configuration” chapter in the DMA System
Operations Guide for detailed information about using dial rules.

To set up a dial rule for VCS calls:

1

2
3
4
5

Select Admin > Call Server > Dial Rules.

Click Add.

In the Add Dial Rule dialog, enter a description for your dial rule.

In the Action drop-down menu, select Resolve to external gatekeeper.

In the Available gatekeepers area, select the gatekeepers you created for VCS in
Configure an External Gatekeeper and move them to the Selected gatekeepers area
using the “>” button.
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Add Dial Rule =4
Dascripion:  Frefix 83 calls to VCS GK -
) Action: Feasclve to external gatekeaper ¥ |
Dial Rule 2
Praliminary # Enabled
Available gatekespars Selected gatekespers

WCS-Nodel-GK
WES-node2-GK

i O | Cancal | Halp

Select the Enabled check box.
Select the Preliminary tab.

Select the Enabled check box.

© 0 N O

Enter a DMA Script that identifies calls to numbers with the desired prefix. This example
uses a script to identify extensions beginning with the prefix 83.

[+ Enabled

SRR

Dial Rule /I FILTER (Inverted)
// Do not match on this rule unless the dial string has prefix 83
// non-83 --= NEXT_RULE
if(IDIAL_STRING.match(/~sip:23/))
{

return NEXT_RULE;
H

Preliminary

Script:

Debug this script

| Ok |[ Cancel H Help ]
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For more information and examples on DMA scripting capabilities, refer to the DMA
Operators Guide.

10Click OK.

Troubleshoot

This section provides assistance in troubleshooting any issues you may have with Polycom
DMA SIP peering with VCS.
VCS SIP endpoint calls to DMA H323 endpoints may be denied due to bandwidth

Possible Cause: When DMA invokes its SIP_to_H323 gateway feature, it is forced to look at
bandwidth settings for H.323. The VCS SIP peer destination may not be defined in any sites in
DMA (or RealPresence Resource Manager if integrated), so it denies the call.

Workaround: Add the VCS node’s subnet to the customer’s site topology. DMA doesn’t look at
bandwidth parameters for SIP calls—only H.323. You should add the VCS SIP peer to the site

topology.

Calls from a Cisco VCS-registered endpoint are not able to connect to a DMA-
registered endpoint or RealPresence Collaboration Server

Possible Cause: The Cisco VCS endpoint’s IP Address may not be defined in the site topology.

Workaround: Add the Cisco VCS endpoint’s subnet or IP to the customer’s site topology in
DMA under Network > Site Topology > Sites. If DMA is integrated with RealPresence
Resource Manager, add it to the site topology there.

Calls from DMA to VCS using SIP may get denied

Possible Cause: When DMA forms the SIP Invite, it uses the format:
<extension/host>@<IP_Address/DNS name of configured SIP peer>. VCS may not like this and
may prefer to see <extension/host>@<VCS domain/sub-domain>.

Workaround: In DMA under the External SIP Peer configuration, in the Destination Network
field, fill in the domain/sub-domain that VCS is responsible for, as shown next.

Edit External SIP Peer

< Enabled

External SIP Peer Mame: UCA Lab VS

Diomain List Description: Integrating with VCS

Fostliminary MNext hop address: ucalab-vesc-nodel.ucalab.polycor ®

Authentication

Destination network:  ves.ucalab.polycom.com

Port: 5060

Use route header: ]

Prefiv ranne: 42
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Then under Postliminary, Request URI options, choose the Format Original user,
configured peer’s Destination Network or next hop address.

Edit External SIP Peer

(&) Use output format:

To header options
External SIP Peer
L + Copy all parameters of original "To" headers.
Domain List

Postliminary Format: L Use original request's To v

Authentication Template:
External Registration Request URI options

Format: L Original user, configured peer's Destination Network or next hop address 'J

Template:

(L) Use customized script:
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Chapter 7: Polycom RealPresence
Platform SIP Integration with Cisco CUBE
SP Edition

Customers and service providers that provide protocol interworking, admission control, and
security demarcation services with the Cisco Unified Border Element (CUBE) SP Edition feature
on a Cisco 1000 series Aggregation Services Router (ASR) have the flexibility to also deploy
Polycom RealPresence infrastructure in their environment. CUBE SP Edition enables direct IP-
to-IP interconnect between domains, which may be a vendor or a service provider service
offering. This chapter covers the supported versions and deployment scenario for environments
with CUBE SP Edition on Cisco ASR and a Polycom Distributed Media Application (DMA)
virtualization server.

See the Polycom DMA 7000 System Operations Guide for more information about using the
Polycom DMA system.

For more information see Cisco Unified Border Element (SP Edition) Configuration Guide:
Unified Model.

Deployment Model Advantages

Integrating Polycom RealPresence infrastructure with a CUBE SP Edition Cisco ASR provides
service providers with more flexibility and choice in their video collaboration services, and it also
offers end customers who have already deployed CUBE SP Edition for voice services
investment protection and the extension of video collaboration to their deployment. Companies
with new acquisitions and service providers alike can benefit from Polycom’s open approach to
unified communications.

DMA can also provide bridge virtualization capabilities for ad-hoc VMR environments to ensure
a highly available solution with market-leading scale. DMA'’s flexible SIP capabilities allow for
the most open architecture on the market and also can provide simultaneous integration with
other systems such as Microsoft Lync.
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Polycom RealPresence Platform SIP Integration with Cisco CUBE SP Edition

Supported Products for Deployment

Verified Polycom Product Versions

Polycom Product

Release

Polycom Distributed Media Application (DMA) 7000

6.1

Polycom RealPresence Collaboration Server (RMX) 1500/2000/4000

8.4 - Mom card required for

systems TIP support
Polycom Multipoint Layout Application 3.1.2.8
RealPresence Resource Manager 8.2
Polycom HDX system (all models) 3.1.4

Requires TIP option key for
Cisco Immersive
Telepresence calls

Verified Cisco Product Versions

Cisco Product

Release(s)

Cisco ASR 1000 Series (CUBE SP Edition)

I0S-XE 15.1(3)S2, (SBC
3.4.4) 15.2(4)S3 (SBC
3.7.39)

Cisco Unified Communications Manager

9.1.2.11900-12

Cisco CTS500-32, TX1310, TX9000 6.1.2.1(5)
Cisco CTS500-37, CTS1300, CTS3010 1.10.5.1(4)
EX, C, MX and SX Series 7.1.1
Cisco Video Communications Server X8.1.1
Cisco Telepresence Server 4.0(1.57)
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Polycom RealPresence Platform SIP Integration with Cisco CUBE SP Edition

Deployment Architecture
The following figure shows the SIP reference architecture for this deployment model.

Architecture when using Polycom DMA System SIP peering to Cisco CUBE SP Edition
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Cisco TelePresence
Video Communications
Server - Expressway

Design Considerations

For secure deployments, careful considerations should be made with respect to certificate
requests, trusted root certificate authorities (CAs), and the installed certificates themselves. It is

important that certificates on all components needing to communicate in an encrypted fashion
have a common trusted root CA.

Note: Mandatory use of certificate authority with DMA

While the use of a certificate authority (CA) is preferred, certificates may be exchanged
between devices to establish the trust relationships. Use of a CA is mandatory if using the
shared number dialing (Virtual Entry Queue) feature on DMA.
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Polycom features such as High Profile and Siren22 (and other Polycom specific audio and video
codecs) are currently not operational in this environment.

Configure SIP Integration between a Polycom DMA
System and CUBE SP Edition

You can configure a CUBE SP Edition to route registrations and audio and video call invites to
Polycom DMA via a SIP integration. To enable this integration, you need to perform steps in
both CUBE SP Edition and the Polycom DMA system.

For more information see Cisco Unified Border Element (SP Edition) Configuration Guide:
Unified Model.

For more information about Polycom DMA systems, see the Administrator’s Guide for Polycom
DMA Systems.

Configure CUBE SP for SIP Integration with DMA

Perform the following high-level steps to allow a SIP trunk integration in CUBE SP to the DMA
system and establish the call routing infrastructure. It is recommended to have separate
adjacencies specifically for unencrypted and encrypted traffic.

Note: Configuration of CISCO I0S-XE operating system outside document scope

It is outside the scope of this documentation to provide specific configuration syntax on the
Cisco I0S-XE Operating System that runs on the Cisco ASR. High-level configuration
steps will be noted, but you must consult Cisco documentation for actual configuration
syntax.

To configure the CUBE SP for SIP Integration with DMA

1 (Optional) If the deployment requires encrypted signaling, upload a crypto pike
certificate chain to the Cisco ASR.

Ensure that this certificate and the one used for DMA are issued from the same trusted
root CA.

2 After setting up the SBC interfaces and IP Addressing, under SBC configuration, create an
adjacency for DMA. Alternate adjacencies are required to complete the SBC setup and
allow traffic to flow to DMA and RealPresence Collaboration Server.

a If encryption is required, ensure that security trusted-encrypted is configured for the
adjacency. Also, typically both sides communicate using port 5061; configure this for
the signaling-port and signaling-peer-port unless different for your deployment.
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b If registrations should be allowed through this CUBE SP Edition, ensure a registration
target address and port are configured pointing to the DMA server virtual IP or FQDN.
The DNS server used by the SBC must have all DMA systems defined with a proper
FQDN to function properly in normal operation and DMA failover modes.

¢ Configure a realm to assign a specific media address to this adjacency (for a later step;
realm is NOT required but strongly recommended).

d The following example does not include all the commands contained under adjacency
configuration. For this example, the IP address used by CUBE for this adjacency is
10.10.10.10, DMA has a FQDN of “callserver-site-1.callservers.domain.com”, secure
communication is required, and registrations are allowed through this Cisco ASR:

!
adjacency sip DMA-TLS
security trusted-encrypted
signaling-address ipv4 10.10.10.10
signaling-port 5061
signaling-peer callserver-site-l.callservers.domain.com
signaling-peer-port 5061
registration target address callserver-site-
l.callservers.domain.com
registration target port 5061
realm DMA-TLS-MEDIA

attach
|

3 Configure a cac-policy-set with entry configuration to allow for SRTP if encrypted media
is required.
4 Configure a call-policy-set as required to allow calls between adjacencies.

See the chapter Configuration Example for a full configuration example.

Configure DMA for SIP Integration with CUBE SP

If your deployment requires DMA to handle unencrypted calls only coming from CUBE SP
Edition, DMA handles this without the following tasks. If encrypted signaling and outbound calls
are required from your DMA node or supercluster, then the following tasks allow the DMA
system to route and receive SIP calls to other adjacent domains configured on the CUBE SP
ASR.

Upload Security Certificate (optional)

If your deployment requires encrypted SIP TLS signaling, the following steps add a security
certificate to DMA.

For secure deployments, it is vital that the certificate uploaded to DMA and CUBE SP Edition
have the same trusted root certificate authorities (CA). It is important that certificates on all
components needing to communicate in an encrypted fashion have a common trusted root CA.
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To upload a certificate:

1 Log into the DMA System.

2 Navigate to Admin > Local Cluster > Certificates.

3 Inthe Actions menu, click Create Certificate Signhing Request and copy the encoded
request. Follow your procedures for getting this request signed by a Trusted Root CA for
your environment.

4 Once a Trusted Root CA has generated the certificate for DMA, click on the Add
Certificates tab in the Actions menu and either upload the certificate file or paste the
certificate text as requested.

For more information on uploading certificates to DMA, see the DMA System Operations
Guide.

Configure a SIP Peer (optional)

If your deployment requires that outbound calls are made toward the CUBE SP Edition router,
the following steps configure the DMA system with a SIP peer for routing these calls:

To configure a SIP peer:

1 Log into the DMA system.

2 Navigate to Network > External SIP Peer.

3 Inthe Actions menu, click Add.

4 Click on the External SIP Peer tab.

a
b

c

Type a name and description for the SIP Peer.
Ensure that the Enabled check box is selected.

In the Next hop address field, type the IP address or DNS-resolvable name of the
CUBE SP SIP peer address for this adjacency.

In the Port field, enter the SIP port to use. The default port is 5060. Typical secure
deployments requiring SIP TLS signaling use port 5061. Ensure the signaling port
matches what is configured in the CUBE SP.

(Optional) In the Prefix Range field, enter the prefix associated with calls that should
be routed to CUBE SP Edition.

Associating a prefix with this external SIP peer depends on how you have set up dial
plans and rules within your DMA system. For detailed information, see the Polycom
DMA System Operations Guide.

For redundant integrations, do not configure a Prefix Range directly on the DMA SIP
Peer.

In the Type drop-down list, select Other.
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g Inthe Transport Type drop-down list, select TCP for unencrypted signaling, or if your
deployment requires encrypted signaling, select TLS.

h Ensure the Register Externally check box is cleared.

Add External SIP Peer

-~ Enabled
- ; *
External SIP Peer Name: Cisco CUBE SP ASR
Domain List Description: External SIF Peer to Cisco ASR running CUBE SP Edition
Postliminary Next hop address: 10.10.10.10 *

Authentication

Destination network:

External Reqis

Port: 5061

Use route header: ]

Prefix range: 42

Strip prefix:

Type: Other v
Transport type: TLS Ll
Downgrade: (]

Register externally:

| Ok Il Cancel Il Help |

5 Click on the Domain List tab (optional).

a If calls should be routed to the CUBE SP Edition router according to a unique
subdomain for the environment, enter that domain here and click Add.

6 Click on the Postliminary tab.

a Select the Copy all parameters of original “To” headers check box.
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b Inthe Format drop-down list, select Use original request’s To.

Edit External SIP Peer
(#) Use output format:
To header options
External SIP Peer
o ¥ Copy all parameters of original "To" headers.
Domain List
Postliminary Format: | Use original request's To v
Authentication Template:
External Registration Request URI options
Format: L Original user, configured peer's Destination Network or next hop address vl
Template:
(U Use customized script:
Debug this script
0K L Cancel | | Help J

Set up a Dial Rule (optional)

If you have configured a prefix directly on the SIP peer, this task is not required. For redundant
integrations, this step is required. As a best practice, the dial rule configured for CUBE SP
Edition should be last in your logical list of dial rules.

See the “Dial Rules” section of the of the “Call Server Configuration” chapter in the DMA System
Operations Guide for detailed information about using dial rules.
To set up adial rule for CUBE SP calls:

1 Select Admin > Call Server > Dial Rules.

2 Click Add.

3 Inthe Add Dial Rule dialog, enter a description for your dial rule.

4 In the Action drop-down menu, select Resolve to external SIP peer.
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5 Inthe Available SIP Peers area, select the SIP peers you created for VCS in Configure a
SIP Peer (optional) and move them to the Selected SIP Peers area using the “>” button.

Add Dial Rule For Authorized Calls

Description:  Prefix 72 calls to Cisco CUBE SF ASR

) Action: L Resclve to external SIP peer |
Dial Rule
Preliminary [+ Enabled
Available SIF peers Selected SIF peers

Cisco CUBE SP ASR

l Ok H Cancel H Help J

6 Select the Enabled check box.
7 Select the Preliminary tab.

8 Select the Enabled check box.
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9 Enter a DMA Script that identifies calls to numbers with the desired prefix. This example
uses a script to identify extensions beginning with the prefix 72.

fffffffffffffffffffffffffffffff
fffffffffffffffffffffffffffffff

Dial Rule // FILTER (Inverted)
/{ Do not match on this rule unless the dial string has prefix 72

Prelimina
oy ff non-72 --= NEXT_RULE

if(IDIAL_STRING.match(/"=sip:72/))

i
L

return NEXT_RLULE;
1
I

Script:

Debug this script

| OK |l Cancel I Help |

For more information and examples on DMA scripting capabilities, please refer to the DMA
Operators Guide.

10Click OK.

Troubleshoot

This section provides assistance in troubleshooting any issues you may have with Polycom
DMA SIP peering with CUBE SP Edition.

Cisco Unified CM sends calls to a DMA registered endpoint but endpoint does not
ring
Possible Cause: Cisco Unified CM is sending the SIP URI as <alias>@<ip_address_of DMA>

Workaround: In Cisco Unified CM, if the customer adds the DMA SIP peer as an IP address,
then Cisco Unified CM sends the call in this format.

There are two options. In Cisco Unified CM, add the DMA peer destination as a FQDN and
ensure the SIP Profile associated with the Cisco Unified CM SIP trunk is configured with Use
Fully Qualified Domain Name in SIP Requests enabled.

Alternatively, in DMA under Call Server > Domains, add the IP address of the DMA server as a
domain, and calls will be accepted by DMA in this format.
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Cisco Unified CM SIP endpoint calls to DMA H.323 endpoints may be denied due
to bandwidth

Possible Cause: When DMA invokes its SIP_to_H323 gateway feature, it is forced to look at
bandwidth settings for H.323. The Cisco Unified CM SIP peer destination may not be defined in
any sites in DMA (or RealPresence Resource Manager if integrated), so it denies the call.

Workaround: Add the Cisco Unified CM node’s subnet to the customer’s site topology. DMA
does not look at bandwidth parameters for SIP calls—only H.323. You should add the Cisco
Unified CM SIP peer to the site topology.

Calls from a Cisco CTS cannot connect to a DMA registered endpoint or
RealPresence Collaboration Server

Possible Cause: The Cisco CTS IP Address may not be defined in the site topology.
Workaround: Add the Cisco CTS’s subnet or IP to the customer’s site topology in DMA under
Network > Site Topology > Sites. If DMA is integrated with RealPresence Resource Manager,
add it to the site topology there.

Calls from a Cisco CTS cannot connect to a DMA VMR

Possible Cause: DMA conference settings may be limiting the maximum bit rate for calls.

Workaround: In DMA under Admin > Conference Manager > Conference Settings, check
that the Default maximum bit rate (kbps) is at least 4096 for CTS immersive connectivity.

You are here: Admin = Conference Manager = Conference Settings

NAVIGATION Caution: Changing the Dialing prefix may terminate active H.323 calls.

Conference Settings

Conference Templates Default class of service: Bronze | w

Shared Mumber Dialing Default maximum bit rate (kbps): Unlimited | »
Default minimum downspeed bit rate (kbps): za4 -
Dialing prefix: 50640
Default max total participants: Automatic |£J
Default conference template: Factory Template -
Default territory: | UcA LAB Territory 1 | ¥ |
Default MCU poal order: | Factory Pool Order v |
Minimum generated room ID: 1000 *
Maximum generated room ID: 99939 &5

Conference Duration

||| (#) Unlimited

(_) Hours: Minutes:
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The following is a detailed configuration that shows all configuration entries necessary to make

the SBC function for Polycom and Cisco equipment with detailed explanations:

Interface commands are required to build the address space that the SBC

will be allowed to use for its operation

If the address space being assigned to a particular adjacency should

NOT be routable anywhere else use of multiple interface commands

as shown below is required

interface SBC1

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
|

address
address
address
address
address
address
address
address
address
address
address

address

172

172.
172.
172.
172.

172

172.

172

172.
172.
172.
172.

interface SBC2

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
!
sbc

sbe

address
address
address
address
address
address
address
address
address
address

address

plcm-sbc

- “secure media” is required to support the passing of SRTP and DTLS

172.
172.

172

172.
172.
172.
172.
172.
172.
172.
172.

.20.
20.
20.
20.
20.
.20.
20.
.20.
20.
20.
20.
20.

20.
20.
.20.
20.
20.
20.
20.
20.
20.
20.
20.

O O O O O O O O o o o o

O O O O O O O o o o o

.130
.131
.132
.133
.134
.135
.136
.137
.138
.139
.140
.129

.162
.163
.164
.165
.166
.167
.168
.169
.170
.171
.16l

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

224
224
224
224
224
224
224
224
224
224
224
224

224
224
224
224
224
224
224
224
224
224
224

! — media through the SBC properly

secure-media

secondary
secondary
secondary
secondary
secondary
secondary
secondary
secondary
secondary
secondary

secondary

secondary
secondary
secondary
secondary
secondary
secondary
secondary
secondary
secondary

secondary
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script-set 1 lua

! — “srtp-secure-media” script is required to allow SRTP and DTLS
! — SIP headers to pass through the SBC unchanged

! — this script must be loaded in the flash file system of the SBC

script srtp-secure-media

filename bootflash:srtp secure media.lua

load-order 100

type full
complete

- Y“active-script-set” statement is required to turn on Lua scripts
active-script-set 1

sip editor-type editor

- all *-profile and *-editor configuration entries must be used exactly
- as seen to permit the proper SIP headers and contacts to pass through
- the SBC

sip header-profile default
header Allow entry 1

action pass
header Min-SE entry 1

action pass
header Reason entry 1

action pass
header SERVER entry 1

action pass
header Require entry 1

action pass
header Call-Info entry 1

action pass
header DIVERSION entry 1

action pass
header User-Agent entry 1

action pass

header Allow-Events entry 1

action pass

header session-expiry entry 1

action pass

header Remote-Party-ID entry 1

action pass

header Session-Expires entry 1

action pass

header RESOURCE-PRIORITY entry 1

action pass

header P-Asserted-Identity entry 1

action pass
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sip method-profile default
pass-body
method ACK
action pass
method INFO
action pass
method REFER
action pass
method INVITE
action pass
method NOTIFY
action pass
method OPTION
action pass
method UPDATE
action pass
method SUBSCRIBE
action pass
sip option-profile default
option TIMER
option REPLACES
sip header-editor in
blacklist

store-rule entry 1

condition header-name session-expires header-value regex-match ";\ (.*\)" store-as

refreshparam
header session-expires entry 1
action replace-value value "1800"
condition variable refreshparam is-defined eqg false
header session-expires entry 2
action replace-value value "1800;${refreshparam}"
condition variable refreshparam is-defined eqg true
! — The following three header-editor sections are required to allow
! — the X-cisco-srtp-fallback header to pass through the SBC
sip header-editor tp-to-supported
header x-supported entry 1
action replace-name value "supported"
condition status-code eqg "200"
header x-supported entry 2
action replace-name value "supported"
condition status-code eqg "200"
header x-supported entry 3
action replace-name value "supported"

condition status-code eg "200"
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sip header-editor tp-add-x-srtp-fb
header srtp-fb entry 1
action replace-name value "supported"
condition status-code eqg "200"
sip header-editor tp-to-x-supported
header srtp-fb entry 1
action add-first-header value "X-cisco-srtp-fallback"
condition status-code eq "200"
header supported entry 1
action replace-name value "x-supported"
condition status-code eq "200"
header supported entry 2
action replace-name value "x-supported"
condition status-code eq "200"
header supported entry 3
action replace-name value "x-supported"
condition status-code eq "200"
sip header-editor default
blacklist ! if using 3.7.2 replace “blacklist” with “whitelist”
header allow entry 1
action pass
header min-se entry 1
action pass
header reason entry 1
action pass
header server entry 1
action pass
header require entry 1
action pass
header call-info entry 1
action pass
header diversion entry 1
action pass
header allow-events entry 1
action pass
header session-expiry entry 1
action pass
header remote-party-id entry 1
action pass
header session-expires entry 1
action pass
header resource-priority entry 1
action pass

header p-asserted-identity entry 1
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action pass
sip method-editor default
blacklist
method ack
action pass
method info
action pass
method refer
action pass
method invite
action pass
method notify
action pass
method option
action pass
method update
action pass
method subscribe
action pass
sip option-editor default
blacklist
option TIMER
option REPLACES
! — The first adjacency listed represents the “inside” unencrypted
! — call leg for DMA
adjacency sip DMA-Inside
nat force-off
editor-type editor
! — The following header editor statement is required to support
! — the passing of the X-cisco-srtp-fallback header
header-editor inbound tp-to-supported
! — the inherit profile statement pre-sets the way the SBC will treat
! — the traffic on this adjacency. This command is required on all
! — adjacency legs that represent the “inside” network
inherit profile preset-core
hunting-trigger 408 500 503
preferred-transport tcp
! — security trusted-unencrypted forces the SBC to trust the inside
! - connection to DMA without TLS being active
security trusted-unencrypted
! — The DMA will see the address listed below in all communication
! = with the SBC, all registrations will also show up as being
! — from this IP Address
signaling-address ipv4 172.20.0.129
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! - signaling port is used to specify what port on the DMA is used
! = for inbound REGISTER and INVITE messages to the DMA
signaling-port 5060
signaling-peer <dns-name for site in DMA>
! — The following three lines permit REGISTER messages to be sent
registration target address <dns-name for site in DMA>
registration target port 5060
registration monitor
editor-list before-receive
editor 1 to rtp avp
editor 2 tp-to-x-supported
editor-list after-send
editor 1 to rtp savp
! = the realm command allows specific addresses or address pools for
! — media to be used with this adjacency
realm dma-in
attach
! — This adjacency represents the “outside” half of the DMA-Inside
! - adjacency, it likewise is unencrypted
adjacency sip Cisco Unified CM-Outside
nat force-off
editor-type editor
! — The following header editor statement is required to support
! — the passing of the X-cisco-srtp-fallback header
header-editor outbound tp-add-x-srtp-fb
! — the inherit profile command shown here pre-sets the SBC to treat
! — calls and registrations traversing this adjacency to be on the
! — “outside” of the SBC
inherit profile preset-access
hunting-trigger 408 500 503
preferred-transport tcp
signaling-address ipv4 172.20.0.161
statistics method summary
signaling-port 5060
! — “Signaling-peer” allows this adjacency to accept calls from the
! — IP Address listed (as well as allows REGISTER messages from
! — any devices to pass through the adjacency)
signaling-peer 10.223.84.1
! - The following registration command is required to change the
! - contact headers in SIP REGISTER messages so that the SBC
! — can easily track and manage these devices
registration rewrite-register
! — The monitor command allows the registration process and device

! — counts to be monitored via the SBC CLI or SNMP
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registration monitor
! — These “editor-list” commands are required to ensure DTLS
! - messages and crypto messages pass through this adjacency
editor-list before-receive
editor 1 to rtp avp
editor-list after-send
editor 1 to rtp savp
realm cucm-out
attach
! — This adjacency represents the inside leg of TLS encrypted
! = call traffic. Most configuration items here are exactly the
! — same as those for unencrypted adjacencies. Differences are
! - noted below.
adjacency sip TLS-Inside
nat force-off
editor-type editor
inherit profile preset-core
header-editor inbound tp-to-supported
preferred-transport tcp
! — “trusted-encrypted” forces the use of TLS. TCP or
! — unencrypted signaling traffic is not allowed to pass
! — this adjacency.
security trusted-encrypted
signaling-address ipv4 172.20.0.130
! — TLS typically uses port 5061.
signaling-port 5061
signaling-peer <DMA DNS site name>
! — This specifies the local signaling port that the SBC uses to
! - contact DMA.
signaling-peer-port 5061
registration target address <DMA DNS site address>
registration target port 5061
registration monitor
editor-list before-receive
editor 1 to rtp avp
editor 2 tp-to-x-supported
editor-list after-send
editor 1 to rtp savp
realm dma-tls-in
attach
! — This adjacency represents the outside half of the TLS encrypted
! — call control traffic.
adjacency sip TLS-Outside

nat force-off
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editor-type editor
header-editor outbound tp-add-x-srtp-fb
inherit profile preset-access
hunting-trigger 408 500 503
security trusted-encrypted
signaling-address ipv4 172.20.0.162
signaling-port 5061
signaling-peer 10.223.84.1
signaling-peer-port 5061
registration rewrite-register
! = The “header-name” configuration entry is required to maintain the
! — use of TLS for all aspects of call control traffic.
header—-name Contact add tls-param
editor-list before-receive
editor 1 to rtp avp
editor-list after-send
editor 1 to rtp savp
realm tls-out
attach
! — QoS policy statements determine how the SBC will mark, or pass
! — packets requiring QoS.
gos voice gvoice
marking passthrough
gos video gvideo
marking passthrough
gos sig gsig
marking passthrough
! — The “cac-policy-set” statement determines the call-admission
! — control for all calls flowing through the SBC. The settings
! — shown below are all required (excepting QoS) to make TIP/DTLS
! — encryption functional with TIP/CTS endpoints.
cac-policy-set 3
first-cac-table Plcm
first-cac-scope call
cac-table Plcm
table-type policy-set
entry 1
cac-scope call
srtp support allow
callee-video-gos-profile gvideo
callee-voice-gos-profile gvoice
callee-sig-gos-profile gsig
caller-video-gos-profile gvideo

caller-voice-gos-profile gvoice
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caller-sig-gos-profile gsig

media bandwidth-field ignore

caller secure-media

callee secure-media

generic-stream caller my-stream

generic-stream callee my-stream

action cac-complete

complete

! = A call-policy-set is required to specify how traffic may pass into
! — and out of an adjacency. A bi-directional path must be built per
! — pair of adjacency configurations otherwise traffic will not pass.
call-policy-set 4

first-call-routing-table INCOMING

first-reg-routing-table INCOMING

rtg-src-adjacency-table INCOMING

entry 1

match-adjacency Cisco Unified CM-Outside

dst-adjacency DMA-Inside

action complete

entry 2

match-adjacency DMA-Inside

dst-adjacency Cisco Unified CM-Outside

action complete

entry 3

match-adjacency TLS-Outside

dst-adjacency TLS-Inside

action complete

entry 4

match-adjacency TLS-Inside

dst-adjacency TLS-Outside

action complete
complete
call-policy-set default 4
network-id 19267

sip timer
tcp-idle-timeout 180000

! — The following SIP dns commands set the TTL for all resolved
! - names on DMA to timeout immediately after use permitting DMA
! — to determine which callserver is the active server
sip dns
support-type sip-dns-srv
cache lifetime O

cache limit 0
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! — Additional custom stream is required to allow BFCP to pass
! = through the SBC properly
stream-list my-stream
generic-stream media-type application transport udp protocol BFCP
! SBC default blacklist settings apply.
! show sbc <name> sbe blacklist configured-limits
!
! - media commands are required to let the SBC pass media
! — between adjacencies correctly. A single address or a pool
! — may be used for each entry. If a “realm” is specific on an
! — adjacency, it must also be specified on a media address or pool
! — so that the adjacency will handle media
media-address ipv4 172.20.0.138 realm dma-in
port-range 16384 32767 any
media-address ipv4 172.20.0.139 realm dma-tls-in
port-range 16384 32767 any
media-address ipv4 172.20.0.169 realm cucm-out
port-range 16384 32767 any
media-address ipv4 172.20.0.170 realm tls-out
port-range 16384 32767 any
media-timeout 300

activate
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