
0214091429|so   |4|00|[soRegistrationC] Login Credentials valid causing SoRegEventLine Changed 

0214091429|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Enter 

 

0214091429|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Default 

 

0214091429|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Exit 

 

0214091431|app1 |*|00|SoRegistrationEventLineChanged - success lineIndex 0 RegListSize 0 

0214091431|app1 |5|00|AppPhoneLockC::Init - bPhoneLockState [0] 

0214091431|app1 |*|00|SoRegistrationEventLast - new AppRegLineC, szUser = user@domain.com 

0214091431|so   |4|00|[SoNcasC]: appncascontext termination:1 

0214091431|so   |4|00|[SoNcasC]: Case Handling termination:1 

0214091431|app1 |5|00|AppPhoneLockC::Init - bPhoneLockState [0] 

0214091431|cfg  |4|00|RT|pps is setting Login Credentials to valid 

0214091431|wad  |2|00|Request(-1)wad,(778)WADServiceReqMsgKey,(-

1)pps,(15),(Expiry,TransactionId,Time,Type):(-1,-1,1518628471,0)IndicationLevel:(200) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((544),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|S/E(sSWADStart,kBaseEventInit),rO(1551) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((544),(1551),Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((544),(1551),Ticks(0)) 

0214091431|wad  |3|00|[SWADStart -> EWADStart] 

0214091431|wad  |2|00|S/E(sSWADStart,),rO(3) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADFetchAutoDiscoveryUrls -> BaseEventInit] 

0214091431|wad  |2|00|S/E(sSWADFetchAutoDiscoveryUrls,kBaseEventInit),rO(1552) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((546),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((546),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADInternalAutoDiscovery -> BaseEventInit] 



0214091431|wad  |3|00|[SWADInternalAutoDiscovery -> EWADFetchAutoDiscoveryServiceUrl] 

0214091431|wad  |3|00|[WADPrepareAndSendRequest | eRequestID=1] 

0214091431|wad  |3|00|[WADPrepareAndSendRequest | 

E_WADReqRspId_FindHttpInternalDiscoveryServiceLocation] 

0214091431|nisvc|2|00|Request(-1)nisvc,(702)NIServiceHttpReqMsgKey,(-

1)wad,(703)NIServiceHttpResMsgKey,(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,0)IndicationLevel:(200) 

0214091431|wad  |2|00|S/E(sSWADInternalAutoDiscovery,kBaseEventInit),rO(5) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((546),(5),Ticks(0)) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|HTTP SEND:: DestUrl(http://lyncdiscoverinternal.domain.com), 

HttpResCode(200), curlRetCode(0) retVal(0) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|<\NIModuleKey00:1,time taken(0)> 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((546),(1556)kEWADHandleResponse,Ticks(0)) 

0214091431|wad  |3|00|[SWADInternalAutoDiscovery -> EWADHandleResponse] 

0214091431|wad  |3|00|Response Code:200 

 

0214091431|wad  |2|00|S/E(sSWADInternalAutoDiscovery,kEWADHandleResponse),rO(3) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((545),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADFetchAutoDiscoveryUrls -> BaseEventInit] 

0214091431|wad  |2|00|S/E(sSWADFetchAutoDiscoveryUrls,kBaseEventInit),rO(3) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((550),(1)kBaseEventInit,Ticks(0)) 



0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((550),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADFetchUserUrls -> BaseEventInit] 

0214091431|wad  |2|00|S/E(sSWADFetchUserUrls,kBaseEventInit),rO(1557) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((550),(1557),Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((550),(1557),Ticks(0)) 

0214091431|wad  |3|00|[SWADFetchUserUrls -> EWADMakeUserUrlDiscoveryReq] 

0214091431|wad  |3|00|[WADPrepareAndSendRequest | eRequestID=7] 

0214091431|wad  |3|00|[WADPrepareAndSendRequest | E_WADReqRspId_FindUserUrl or 

E_WADReqRspId_FindUserUrlWithNtlmBasedWebToken] 

0214091431|nisvc|2|00|Request(-1)nisvc,(702)NIServiceHttpReqMsgKey,(-

1)wad,(703)NIServiceHttpResMsgKey,(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,0)IndicationLevel:(200) 

0214091431|wad  |2|00|S/E(sSWADFetchUserUrls,),rO(5) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((550),(5),Ticks(0)) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|HTTP SEND:: 

DestUrl(https://skype.domain.com/Autodiscover/AutodiscoverService.svc/root/user?originalDomain=d

omain.com?sipuri=user@domain.com), HttpResCode(401), curlRetCode(0) retVal(0) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((550),(1556)kEWADHandleResponse,Ticks(0)) 

0214091431|wad  |3|00|[SWADFetchUserUrls -> EWADHandleResponse] 

0214091431|wad  |3|00|Response Code:401 

 

0214091431|wad  |3|00|X-MS-

WebTicketURL:https://skype.domain.com/WebTicket/WebTicketService.svc 



0214091431|wad  |3|00|Unauthrorized Retries(0), WebTicket 

URL:https://skype.domain.com/WebTicket/WebTicketService.svc 

0214091431|wad  |2|00|S/E(sSWADFetchUserUrls,kEWADHandleResponse),rO(1558) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((551),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((551),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADTriggerWebTicketFetch -> BaseEventInit] 

0214091431|wad  |2|00|S/E(sSWADTriggerWebTicketFetch,kBaseEventInit),rO(1559) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((551),(1559),Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((551),(1559),Ticks(0)) 

0214091431|wad  |3|00|[SWADTriggerWebTicketFetch -> EWADRequestWebTicket] 

0214091431|auth |2|00|Request(-1)auth,(101)AuthServiceWTMsgKey,(-

1)wad,(780)WADServiceWebTicketRspMsgKey,(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,0)IndicationLevel:(200) 

0214091431|wad  |2|00|S/E(sSWADTriggerWebTicketFetch,),rO(5) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((551),(5),Ticks(0)) 

0214091431|nisvc|2|00|<\NIModuleKey01:1,time taken(0)> 

0214091431|auth |2|00|Policy 

Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(205)AuthSvcAOServiceRequestKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(-1) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(-1) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(208)AuthSvcAODBAddKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 



,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(838016955) 

0214091431|auth |2|00|SM Module: SM created Ref(7652943) 

0214091431|auth 

|2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((334),(1)kBaseEventInit,Ticks(0)) 

0214091431|auth |2|00|S/E(sSAuthSvcUTS0,kBaseEventInit),rO(308) 

0214091431|auth 

|2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0214091431|auth 

|2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((318),(1)kBaseEventInit,Ticks(0)) 

0214091431|auth 

|2|00|[prepareAndSendRequest]:[4324]:[3]:[https://skype.domain.com/WebTicket/WebTicketService.s

vc/mex] 

0214091431|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0214091431|nisvc|2|00|Request(-1)nisvc,(702)NIServiceHttpReqMsgKey,(-

1)auth,(703)NIServiceHttpResMsgKey,(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,0)IndicationLevel:(200) 

0214091431|auth |2|00|S/E(sSAuthSvcGetTokenProvider,kBaseEventInit),rO(5) 

0214091431|auth |2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((318),(5),Ticks(0)) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|HTTP SEND:: 

DestUrl(https://skype.domain.com/WebTicket/WebTicketService.svc/mex), HttpResCode(200), 

curlRetCode(0) retVal(0) 



0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|<\NIModuleKey02:1,time taken(0)> 

0214091431|auth 

|2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((318),(301)kEAuthOnRecvDataRespons

e,Ticks(0)) 

0214091431|auth |2|00|m_RetVal[0] eReqRspID[3] curlReturn[0] HttpRspCode[200] 

messageLen[15693] 

0214091431|auth |2|00|S/E(sSAuthSvcGetTokenProvider,kEAuthOnRecvDataResponse),rO(3) 

0214091431|auth 

|2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0214091431|auth 

|2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(1)kBaseEventInit,Ticks(0)) 

0214091431|auth |2|00|S/E(sSAuthSvcUTEnd,kBaseEventInit),rO(3) 

0214091431|auth |2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(3),Ticks(0)) 

0214091431|auth |2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(3),Ticks(0)) 

0214091431|auth |2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(-1),Ticks(0)) 

0214091431|auth |2|00|Policy 

Dest:(203)AuthServicePolicyFsmKey:(105)AuthServiceUTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(105)AuthServiceUTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(211)AuthSvcAODBIEIndKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(200)Got User Type 

,TransactionID(838016955) 



0214091431|auth |2|00|Policy 

Dest:(203)AuthServicePolicyFsmKey:(101)AuthServiceWTMsgKey:(214)AuthSvcAOFsmRequestKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(0) 

,TransactionID(838016955) 

0214091431|auth |2|00|SM Module: SM created Ref(7652956) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((336),(1)kBaseEventInit,Tick

s(0)) 

0214091431|auth |2|00|S/E(sSAuthSvcWTS0,kBaseEventInit),rO(310) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((322),(1)kBaseEventInit,Tic

ks(0)) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((322),(1)kBaseEventInit,Tick

s(0)) 

0214091431|auth |2|00|S/E(sSAuthSvcOnPrem,kBaseEventInit),rO(311) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((340),(1)kBaseEventInit,Tic

ks(0)) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((340),(1)kBaseEventInit,Tick

s(0)) 

0214091431|auth 

|2|00|[prepareAndSendRequest]:[4324]:[4]:[https://skype.domain.com/WebTicket/WebTicketService.s

vc] 

0214091431|cfg  |5|00|Prm|Parameter feature.validate.peer.cert requested type 0 but is of type 7 

0214091431|nisvc|2|00|Request(-1)nisvc,(702)NIServiceHttpReqMsgKey,(-

1)auth,(703)NIServiceHttpResMsgKey,(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,0)IndicationLevel:(200) 

0214091431|auth |2|00|S/E(sSAuthSvcGetWTForRegUsingCredentials,kBaseEventInit),rO(5) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((340),(5),Ticks(0)) 

0214091431|nisvc|2|00| 

 



****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|HTTP SEND:: 

DestUrl(https://skype.domain.com/WebTicket/WebTicketService.svc), HttpResCode(401), 

curlRetCode(0) retVal(0) 

0214091431|nisvc|2|00| 

 

****************************HTTP SEND************************** 

 

0214091431|nisvc|2|00|<\NIModuleKey03:1,time taken(0)> 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((340),(301)kEAuthOnRecvDa

taResponse,Ticks(0)) 

0214091431|auth |4|00|Failed to parse NI response 

0214091431|auth |2|00|m_RetVal[-1] eReqRspID[4] curlReturn[0] HttpRspCode[401] messageLen[0] 

0214091431|auth 

|2|00|S/E(sSAuthSvcGetWTForRegUsingCredentials,kEAuthOnRecvDataResponse),rO(4) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((338),(1)kBaseEventInit,Tic

ks(0)) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((338),(1)kBaseEventInit,Tick

s(0)) 

0214091431|auth |2|00|S/E(sSAuthSvcGetWTForRegUsingUserCert,kBaseEventInit),rO(4) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(1)kBaseEventInit,Tic

ks(0)) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(1)kBaseEventInit,Tick

s(0)) 

0214091431|auth |4|00|Retry Cnt[0] pHD(139)AuthServiceCallerWbad 

https://skype.domain.com/WebTicket/WebTicketService.svc 

 



 

https://skype.domain.com/WebTicket/WebTicketService.svc/cert 

https://skype.domain.com/WebTicket/WebTicketService.svc/pin 

 

 

 

 

https://skype.domain.com/WebTicket/WebTicketService.svc 

 

 

 

 

0214091431|auth |2|00|S/E(sSAuthSvcWTError,kBaseEventInit),rO(4) 

0214091431|auth 

|2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(4),Ticks(0)) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(4),Ticks(0)) 

0214091431|auth |2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(-

1),Ticks(0)) 

0214091431|auth |2|00|Policy 

Dest:(203)AuthServicePolicyFsmKey:(101)AuthServiceWTMsgKey:(215)AuthSvcAOFsmReplyKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(500)Failed to Get WT 

,TransactionID(838016955) 

0214091431|auth |2|00|Policy 

Dest:(202)AuthServicePolicyDBKey:(101)AuthServiceWTMsgKey:(212)AuthSvcAODBDBIndKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(500)Failed to Get WT 

,TransactionID(838016955) 

0214091431|auth 

|2|00|<SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(7)kBaseEventStop,Tic

ks(0)) 

0214091431|auth |2|00|<\SM>(307)AuthServiceWTUsingCredStateMachine(0xb56ad2b8):Ctx((354),(-

1),Ticks(0)) 



0214091431|auth 

|2|00|<SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(7)kBaseEventStop,Ticks(0)) 

0214091431|auth |2|00|<\SM>(304)AuthServiceUTStateMachine(0xb56ae550):Ctx((345),(-1),Ticks(0)) 

0214091431|auth |2|00|Policy 

Dest:(201)AuthServicePolicyServiceKey:(101)AuthServiceWTMsgKey:(206)AuthSvcAOServiceReplyKey 

Caller Service(139)AuthServiceCallerWbad:IndicationCode(500)Failed to Get WT 

,TransactionID(838016955) 

0214091431|auth |2|00|Response(-1)auth,(101)AuthServiceWTMsgKey,(-

1)wad,(780)WADServiceWebTicketRspMsgKey,(Expiry,TransactionId,Time,Type):(-

1,838016955,1518628471,1)IndicationCode:(500)Failed to Get WT 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((551),(1560)kEWADReceivedWebTicket,Ticks(0)) 

0214091431|wad  |3|00|[SWADTriggerWebTicketFetch -> EWADReceivedWebTicket] 

0214091431|wad  |4|00|Not able to get WT from Auth Service 

 

0214091431|wad  |2|00|S/E(sSWADTriggerWebTicketFetch,kEWADReceivedWebTicket),rO(4) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((554),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((554),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADSvcError -> BaseEventInit] 

0214091431|wad  |2|00|S/E(sSWADSvcError,kBaseEventInit),rO(4) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((553),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((553),(1)kBaseEventInit,Ticks(0)) 

0214091431|wad  |3|00|[SWADSvcEnd -> BaseEventInit] 

0214091431|wad  |2|00|Response(-1),(-1),(-1)pps,(15),(Expiry,TransactionId,Time,Type):(-1,-

1,1518628471,1)IndicationCode:(500)Failed to Get Server URL's 

0214091431|wad  |2|00|Request(-1)wad,(778)WADServiceReqMsgKey,(-1)pps,(-

1),(Expiry,TransactionId,Time,Type):(0,-1,1518628471,0)IndicationLevel:(200) 

0214091431|sip  |3|00|SipSetOption nIndex 47, nParam 4 

0214091431|sip  |3|00|SipSetOption nIndex 48, nParam 1 

0214091431|sip  |3|00|SipSetOption nIndex 49, nParam 80 

0214091431|sip  |3|00|SipSetOption nIndex 91, nParam 1 

0214091431|sip  |3|00|SipReloadMediaConfig: video disabled 



0214091431|sip  |*|00|Sip Register Usr:user@domain.com Dsp:user Auth:'Using Login Cred' Inx:0 

0214091431|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/sip.usr doesn't exist 

or is empty 

0214091431|sip  |3|00|SipOnEvProxyList 0,Total proxy 1 

0214091431|sip  |3|00|CUser::NewWorkingServer user 0 oldServer -1 newServer 0 expires 0 

0214091431|sip  |3|00|SipOnEvNewWorkingServer User 0, old -1, new 0, expire 0 

0214091431|sip  |2|00|CStkDialog::CStkDialog SetAddressLocal Config 'user' <user@domain.com:0> 

0214091431|sip  |2|00|CStkDialog::CStkDialog AddressLocal set to Config 

0214091431|sip  |3|00|CStkDialog::SetAddressLocal localTag set to '' 

0214091431|sip  |3|00|CStkDialog::SetAddressLocal new address added of 1 

0214091431|sip  |2|00|CStkDialog::CStkDialog TAG '3A31E3AF-5C7622E6' generated 

0214091431|sip  |2|00|CStkDialog::CStkDialog local addr 'user' <user@domain.com:0> Tag '3A31E3AF-

5C7622E6' 

0214091431|sip  |2|00|CStkDialog::CStkDialog exit 0x29cdd20 local list size 1 

0214091431|sip  |2|00|CStkDialogList::CreateDialogObject localTarg usr 'user'  

0214091431|wad  |2|00|S/E(sSWADSvcEnd,kBaseEventInit),rO(3) 

0214091431|wad  |3|00|kEWADReceivedWebTicket:Event(3) not found in Transition Table for state 

sSWADSvcEnd 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((553),(3),Ticks(0)) 

0214091431|wad  |2|00|<SM>(-1)(0x2a81ad8):Ctx((553),(7)kBaseEventStop,Ticks(0)) 

0214091431|wad  |2|00|<\SM>(-1)(0x2a81ad8):Ctx((553),(-1),Ticks(0)) 

0214091431|sip  |2|00|CLocalIPManager::GetLocalIP Local IP indentified is 10.0.5.124 for Remote 

address domain.com 

0214091431|sip  |3|00|SipOnEvRegistrarUpdate User 0, index 0, state 1, expire 0, working 1 bIsOcs 0 

0214091431|sip  |3|00|NewRegisterState: 'Unknown' 'Unregistered' -> 'Registering' Expires 0 Overlap 0 

for (0x29b4130) 

0214091431|sip  |3|00|CCallNoCall::NewCallState 'Unknown'->'Register' (0x29b4130) 

0214091431|sip  |1|00|Schedule 'Register' nEvent 0 busyFlag 0 num events waiting 0 

0214091431|sip  |2|00|new UA Client Non-INVITE trans state 'callingTrying', timeout=0 (0xb62013c8) 

0214091431|sip  |3|00|RegClient:RegClient expire 66 overlap 0  



0214091431|sip  |2|00|SendCommand: reqDest 'domain.com' isLync 0 isGRUU 0 isIP 0 

useEffectiveProxy 1  

0214091431|sip  |1|00|SendCommand: isLync 0 isGRUU 0 isIP 0 useEffectiveProxy 1  

0214091431|sip  |1|00|CreateFailOverProxyList : Reg to Domain 'domain.com' nPort 0, lkup 6 

0214091431|sip  |1|00|CreateFailOverProxyList : Domain is in user part 

0214091431|sip  |1|00|CreateFailOverProxyList : For REGISTER Request nPort 0 

0214091431|sip  |2|00|CreateFailOverProxyList reseting pps watchdog for 200000mSec in auto 

discovery 

0214091431|sip  |3|00|CreateFailOverProxyList - Could not found servers using WAD 

0214091435|sip  |3|00|CreateFailOverProxyList : 'Auto Discovery' 1 DHCP servers received 

0214091435|sip  |1|00|doDnsListLookup(tls): doDnsSrvLookupForARecordList for 'skype.domain.com' 

port 5061 returned 1 results 

0214091435|sip  |1|00|doDnsListLookup(tls): result 0 '10.0.1.136' port 5061 isInBound 0 

0214091435|sip  |3|00|CreateFailOverProxyList: 'Auto Discovery' DHCP result 'skype.domain.com' IP 0 

is '10.0.1.136' on tls 

0214091435|sip  |1|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList for 'domain.com' port 0 

returned 2 results 

0214091435|sip  |1|00|doDnsListLookup(tcp): result 0 '10.10.1.136' port 5061 isInBound 0 

0214091435|sip  |1|00|doDnsListLookup(tcp): result 1 '10.0.1.136' port 5061 isInBound 0 

0214091435|sip  |1|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList for 'skype.domain.com' 

port 5060 returned 1 results 

0214091435|sip  |1|00|doDnsListLookup(tcp): result 0 '10.0.1.136' port 5060 isInBound 0 

0214091435|sip  |3|00|CreateFailOverProxyList:Ignoring the TCP entries of DHCP results for TCP  

0214091435|sip  |4|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList 'domain.com' found no 

records 

0214091435|sip  |4|00|doDnsListLookup(tls): doDnsSrvLookupForARecordList 'domain.com' found no 

records 

0214091435|sip  |4|00|doDnsListLookup(tcp): doDnsSrvLookupForARecordList 'domain.com' found no 

records 

0214091435|sip  |1|00|doDnsListLookup(tls): doDnsSrvLookupForARecordList for 

'sipinternal.domain.com' port 443 returned 1 results 

0214091435|sip  |1|00|doDnsListLookup(tls): result 0 '10.0.1.136' port 443 isInBound 0 



0214091435|sip  |3|00|CreateFailOverProxyList : 'Auto Discovery' for 'domain.com' port 0 index 0 has 

domain 'skype.domain.com' IP '10.0.1.136' on tls port 5061 

0214091435|sip  |3|00|CreateFailOverProxyList : 'Auto Discovery' for 'domain.com' port 0 index 1 has 

domain 'drskype.domain.com' IP '10.10.1.136' on tls port 5061 

0214091435|sip  |3|00|CreateFailOverProxyList : 'Auto Discovery' for 'domain.com' port 0 index 2 has 

domain 'sip.domain.com' IP '10.0.1.136' on tls port 5061 

0214091435|sip  |3|00|CreateFailOverProxyList : 'Auto Discovery' for 'domain.com' port 0 index 3 has 

domain 'sipinternal.domain.com' IP '10.0.1.136' on tls port 443 

0214091435|sip  |2|00|CreateFailOverProxyList : Exit 'Auto Discovery' lookup with 4 IP Addresses 

0214091435|sip  |2|00|CreateFailOverProxyList : IP 1 is '10.0.1.136' on tls port 5061 

0214091435|sip  |2|00|CreateFailOverProxyList : IP 2 is '10.10.1.136' on tls port 5061 

0214091435|sip  |2|00|CreateFailOverProxyList : IP 3 is '10.0.1.136' on tls port 5061 

0214091435|sip  |2|00|CreateFailOverProxyList : IP 4 is '10.0.1.136' on tls port 443 

0214091435|sip  |1|00|CTrans:: SendCommand | this=0xb62013c8, bVQMonMessage=0, m_pCall-

>m_pUser->m_bOBFailOverReRegOn=0, m_pCall->m_pUser->m_bVQMonFailoverEnabled=1 

0214091435|sip  |1|00|CTcp::Send(TLS) entry for address 10.0.1.136 port 5061 can Connect 1 

canFailOver 0 

0214091435|sip  |1|00|CTcp::Send(TLS) address 10.0.1.136 port 5061 can Connect 1 

0214091435|sip  |2|00|CTcpSocket::CTcpSocket entry m_bIsTcpPersistentConnection 0, Inbound 0 

Timeout 120 this 0xb62024c8 

0214091435|sip  |3|00|Open socket 205(0xb62024c8) 

0214091435|sip  |1|00|SetRemoteAddress set SND BUF to 64000 OK 

0214091435|sip  |1|00|SetRemoteAddress set SEND TIMEOUT to 100ms OK 

0214091435|sip  |3|00|SetRemoteAddress OK on try 1 nPort 41594 0xb62024c8 

0214091435|sip  |3|00|CTcpSocket::ConnectThreadLocal. Trying to connect IP 10.0.1.136:5061 

0214091435|sip  |1|00|Task name tTCPCnt205 

0214091435|sip  |1|00|CTcp::Send(TLS) exit for address 10.0.1.136 port 5061 can Connect 1 status 1 

canFailOver 0 FoundSocket 0 

0214091435|sip  |2|00|adjustRetransWhenTimerCreated UA Client Non-INVITE REGISTER state 

'callingTrying' timeout=65 (0xb62013c8) 

0214091435|sip  |3|00|connectNonBlock is successful 

0214091435|sip  |3|00|SipSetOption nIndex 57, nParam 0 



0214091435|sip  |3|00|SipStartFailOver 0 

0214091435|sip  |1|00|MsgSipTcpSocketStatus socket 205 status 1 m_bIsReconnectNeeded 0 

0214091435|sip  |2|00|CTcpSocket::OnSocketStatus socket 205(0xb62024c8) bStatus 1 

0214091435|sip  |1|00|[CTcpSocket::MakeTlsConnection] TLS Protocol = 1 

0214091435|sip  |2|00|MakeTlsConnection: SSL_connect OK : TLS Handshake completed successfully 

0214091435|sip  |1|00|[TLS] hostname we are connected to is: 'skype.domain.com'  IP '10.0.1.136' port 

5061 

0214091435|sip  |3|00|[TLS] Validating Subject Alternative Name(s) (SAN) and Common Name (CN) 

against the following: 

0214091435|sip  |3|00|[TLS]            Hostname: domain.com 

0214091435|sip  |3|00|[TLS]      Outbound Proxy: domain.com 

0214091435|sip  |3|00|[TLS] Hostname connection: skype.domain.com 

0214091435|sip  |1|00|[TLS] Comparing certificate SAN type DNS: 'skype.domain.com' 

0214091435|sip  |3|00|[TLS] Validating certificate SAN of type DNS with 'skype.domain.com' 

0214091435|sip  |3|00|[TLS] Server Certificate SAN or CN validation success. SSL verify result 0 

0214091435|sip  |1|00|MakeTlsConnection: post_connection_checks passed 

0214091435|sip  |0|00|>>> Data Send TLS 10.0.1.136:5061 

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|     

0214091435|sip  |0|00|>>> End of data send 

0214091435|sip  |1|00|CTcpSocket::SendData TLS queuedTxData = 0 TotalLen 16 loop count 1 

maxQueueDepth 40000 

0214091435|sip  |1|00|CTcpSocket::SendData TLS Sent 16 loop count 1 

0214091435|sip  |3|00|MakeTlsConnection: connection succeeded 



0214091435|sip  |0|00|>>> Data Send TLS 10.0.1.136:5061 

0214091435|sip  |0|00|    REGISTER sip:domain.com;transport=tls SIP/2.0 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bKde36b75d91549114 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com> 

0214091435|sip  |0|00|    CSeq: 1 REGISTER 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    Contact: <sip:user@10.0.5.124:41594;transport=tls>;methods="INVITE, ACK, 

BYE, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, PRACK, UPDATE, REFER, 

BENOTIFY";proxy=replace;+sip.instance="<urn:uuid:98df7957-976b-5a18-b38c-4610d6d25d70>" 

0214091435|sip  |0|00|    User-Agent: Polycom/5.6.0.17325 PolycomVVX-VVX_501-UA/5.6.0.17325 

0214091435|sip  |0|00|    Accept-Language: en 

0214091435|sip  |0|00|    Ms-device-info: MAC=64-16-7F-09-A4-FE, vendor=POLYCOM, 

version=PolycomVVX-VVX_501-5.6.0.17325 

0214091435|sip  |0|00|    ms-keep-alive: UAC;hop-hop=yes 

0214091435|sip  |0|00|    Supported: msrtc-event-categories,adhoclist,ms-cluster-failover,ms-

userservices-state-notification,gruu-10,gruu 

0214091435|sip  |0|00|    Event: registration 

0214091435|sip  |0|00|    ms-subnet: 10.0.5.0 

0214091435|sip  |0|00|    Max-Forwards: 70 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |0|00|>>> End of data send 

0214091435|sip  |1|00|CTcpSocket::SendData TLS queuedTxData = 101 TotalLen 967 loop count 1 

maxQueueDepth 40000 

0214091435|sip  |1|00|CTcpSocket::SendData TLS Sent 967 loop count 1 

0214091435|sip  |0|00|<<< Data received TLS 

0214091435|sip  |0|00|    SIP/2.0 401 Unauthorized 

0214091435|sip  |0|00|    Date: Wed, 14 Feb 2018 17:14:31 GMT 



0214091435|sip  |0|00|    WWW-Authenticate: NTLM realm="SIP Communications Service", 

targetname="Skype.domain.com", version=4 

0214091435|sip  |0|00|    WWW-Authenticate: Kerberos realm="SIP Communications Service", 

targetname="sip/Skype.domain.com", version=4 

0214091435|sip  |0|00|    WWW-Authenticate: TLS-DSK realm="SIP Communications Service", 

targetname="Skype.domain.com", version=4, sts-

uri="https://skype.domain.com:443/CertProv/CertProvisioningService.svc" 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com>;tag=FBDB1100B72ABAD2B29B6E50A0786578 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    CSeq: 1 REGISTER 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bKde36b75d91549114;ms-

received-port=41594;ms-received-cid=66DE00 

0214091435|sip  |0|00|    Server: RTC/6.0 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |1|00|MsgSipTcpPacket 

0214091435|sip  |3|00|CTcpSocket::OnRecvData 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER matches user 1 of 1 'user' 

0214091435|sip  |3|00|UA Client Non-INVITE REGISTER trans state 'callingTrying'->'completed' by 401 

resp 10 timeout(0xb62013c8) 

0214091435|sip  |2|00|[CTrans::ResponseProcess] REGISTER NonInv reTrans ALREADY stopped in 

'completed' state at retryCount 0 code 401, timeout=10 (0xb62013c8) 

0214091435|sip  |3|00|401 challenge received 

0214091435|sip  |2|00|SipCallState is not Idle, So send Re-INVITE 

 

0214091435|sip  |2|00|new UA Client Non-INVITE trans state 'callingTrying', timeout=0 (0xb6203688) 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 



0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |1|00|TLS-DSK authentication 

0214091435|sip  |1|00|TLS-DSK: Setting of Client Certificate failed due to (33558530) 

error:02001002:system library:fopen:No such file or directory 

0214091435|sip  |1|00|TLS-DSK: Setting of Client Private key failed due to (537346050) 

error:20074002:BIO routines:FILE_CTRL:system lib 

0214091435|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/private.key doesn't 

exist or is empty 

0214091435|sip  |3|00|getUserCertInfo: sip.usr[user@domain.com] result[-1] validUntil[0] 

0214091435|sip  |2|00|[ParseMessageHeader]:[540],SIPURI=[user@domain.com]  

0214091435|sip  |2|00|[ParseMessageHeader]:[555] Calling UC Fetch through Service FrameWork 

0214091435|sip  |1|00|NTLM authentication 

0214091435|sip  |1|00|Fall-back to NTLM 

0214091435|sip  |1|00|CStkAuth::ParseAuthenticateHeader bTlsDskParseResult[0] 

bNtlmParseResult[1] m_credType[2] m_bIsOnlyTlsDsk[0] 

0214091435|sip  |2|00|CTrans::ResponseProcess: For Lync authentication transaction setting  proxy to 

'10.0.1.136' port 5061 Transport 'tls' 

0214091435|sip  |2|00|CTrans:: SendCommand | ProxyList NOT empty. 

0214091435|sip  |1|00|CTrans:: SendCommand | this=0xb6203688, bVQMonMessage=0, m_pCall-

>m_pUser->m_bOBFailOverReRegOn=0, m_pCall->m_pUser->m_bVQMonFailoverEnabled=1 

0214091435|sip  |1|00|CTcp::Send(TLS) entry for address 10.0.1.136 port 5061 can Connect 1 

canFailOver 0 

0214091435|sip  |1|00|CTcp::Send(TLS) address 10.0.1.136 port 5061 can Connect 1 

0214091435|sip  |0|00|>>> Data Send TLS 10.0.1.136:5061 

0214091435|sip  |0|00|    REGISTER sip:domain.com;transport=tls SIP/2.0 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bK1d24a00bA56FD442 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com> 

0214091435|sip  |0|00|    CSeq: 2 REGISTER 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 



0214091435|sip  |0|00|    Contact: <sip:user@10.0.5.124:41594;transport=tls>;methods="INVITE, ACK, 

BYE, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, PRACK, UPDATE, REFER, 

BENOTIFY";proxy=replace;+sip.instance="<urn:uuid:98df7957-976b-5a18-b38c-4610d6d25d70>" 

0214091435|sip  |0|00|    User-Agent: Polycom/5.6.0.17325 PolycomVVX-VVX_501-UA/5.6.0.17325 

0214091435|sip  |0|00|    Accept-Language: en 

0214091435|sip  |0|00|    Ms-device-info: MAC=64-16-7F-09-A4-FE, vendor=POLYCOM, 

version=PolycomVVX-VVX_501-5.6.0.17325 

0214091435|sip  |0|00|    ms-keep-alive: UAC;hop-hop=yes 

0214091435|sip  |0|00|    Supported: msrtc-event-categories,adhoclist,ms-cluster-failover,ms-

userservices-state-notification,gruu-10,gruu 

0214091435|sip  |0|00|    Event: registration 

0214091435|sip  |0|00|    ms-subnet: 10.0.5.0 

0214091435|sip  |0|00|    Authorization: NTLM qop="auth", realm="SIP Communications Service", 

targetname="Skype.domain.com", gssapi-data="" 

0214091435|sip  |0|00|    Max-Forwards: 70 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |0|00|>>> End of data send 

0214091435|sip  |1|00|CTcpSocket::SendData TLS queuedTxData = 0 TotalLen 1093 loop count 1 

maxQueueDepth 40000 

0214091435|sip  |1|00|CTcpSocket::SendData TLS Sent 1093 loop count 1 

0214091435|sip  |0|00|<<< Data received TLS 

0214091435|sip  |0|00|    SIP/2.0 401 Unauthorized 

0214091435|sip  |0|00|    Date: Wed, 14 Feb 2018 17:14:31 GMT 

0214091435|sip  |0|00|    WWW-Authenticate: NTLM opaque="ADFCB546", gssapi-

data="TlRMTVNTUAACAAAAAAAAADgAAADzgpjieOcJa0VBB7wAAAAAAAAAANIA0gA4AAAABgOAJQAAA

A8CABoARgBJAFIARQBfAEQASQBTAFQAXwBPAE4ARQABAAoAUwBLAFkAUABFAAQAKgBzAHAAbwBrAG

EAbgBlAHYAYQBsAGwAZQB5AGYAaQByAGUALgBjAG8AbQADADYAUwBrAHkAcABlAC4AcwBwAG8AawB

hAG4AZQB2AGEAbABsAGUAeQBmAGkAcgBlAC4AYwBvAG0ABQAqAHMAcABvAGsAYQBuAGUAdgBhAG

wAbABlAHkAZgBpAHIAZQAuAGMAbwBtAAcACABaqiFHt6XTAQAAAAA=", 

targetname="Skype.domain.com", realm="SIP Communications Service", version=4 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 



0214091435|sip  |0|00|    To: <sip:user@domain.com>;tag=FBDB1100B72ABAD2B29B6E50A0786578 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    CSeq: 2 REGISTER 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bK1d24a00bA56FD442;ms-

received-port=41594;ms-received-cid=66DE00 

0214091435|sip  |0|00|    Server: RTC/6.0 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |1|00|MsgSipTcpPacket 

0214091435|sip  |3|00|CTcpSocket::OnRecvData 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER matches user 1 of 1 'user' 

0214091435|sip  |3|00|UA Client Non-INVITE REGISTER trans state 'callingTrying'->'completed' by 401 

resp 10 timeout(0xb6203688) 

0214091435|sip  |2|00|[CTrans::ResponseProcess] REGISTER NonInv reTrans ALREADY stopped in 

'completed' state at retryCount 0 code 401, timeout=10 (0xb6203688) 

0214091435|sip  |3|00|401 challenge received 

0214091435|sip  |2|00|SipCallState is not Idle, So send Re-INVITE 

 

0214091435|sip  |2|00|new UA Client Non-INVITE trans state 'callingTrying', timeout=0 (0xb6205c48) 

0214091435|sip  |1|00|NTLM authentication 

0214091435|sip  |1|00|Fall-back to NTLM 

0214091435|sip  |1|00|CStkAuth::ParseAuthenticateHeader bTlsDskParseResult[0] 

bNtlmParseResult[1] m_credType[2] m_bIsOnlyTlsDsk[0] 

0214091435|sip  |2|00|CTrans::ResponseProcess: For Lync authentication transaction setting  proxy to 

'10.0.1.136' port 5061 Transport 'tls' 

0214091435|sip  |2|00|CTrans:: SendCommand | ProxyList NOT empty. 

0214091435|sip  |1|00|CTrans:: SendCommand | this=0xb6205c48, bVQMonMessage=0, m_pCall-

>m_pUser->m_bOBFailOverReRegOn=0, m_pCall->m_pUser->m_bVQMonFailoverEnabled=1 

0214091435|sip  |1|00|CTcp::Send(TLS) entry for address 10.0.1.136 port 5061 can Connect 1 

canFailOver 0 



0214091435|sip  |1|00|CTcp::Send(TLS) address 10.0.1.136 port 5061 can Connect 1 

0214091435|sip  |0|00|>>> Data Send TLS 10.0.1.136:5061 

0214091435|sip  |0|00|    REGISTER sip:domain.com;transport=tls SIP/2.0 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bKb1731db952DF6C70 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com> 

0214091435|sip  |0|00|    CSeq: 3 REGISTER 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    Contact: <sip:user@10.0.5.124:41594;transport=tls>;methods="INVITE, ACK, 

BYE, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, PRACK, UPDATE, REFER, 

BENOTIFY";proxy=replace;+sip.instance="<urn:uuid:98df7957-976b-5a18-b38c-4610d6d25d70>" 

0214091435|sip  |0|00|    User-Agent: Polycom/5.6.0.17325 PolycomVVX-VVX_501-UA/5.6.0.17325 

0214091435|sip  |0|00|    Accept-Language: en 

0214091435|sip  |0|00|    Ms-device-info: MAC=64-16-7F-09-A4-FE, vendor=POLYCOM, 

version=PolycomVVX-VVX_501-5.6.0.17325 

0214091435|sip  |0|00|    ms-keep-alive: UAC;hop-hop=yes 

0214091435|sip  |0|00|    Supported: msrtc-event-categories,adhoclist,ms-cluster-failover,ms-

userservices-state-notification,gruu-10,gruu 

0214091435|sip  |0|00|    Event: registration 

0214091435|sip  |0|00|    ms-subnet: 10.0.5.0 

0214091435|sip  |0|00|    Authorization: NTLM qop="auth", opaque="ADFCB546", realm="SIP 

Communications Service", targetname="Skype.domain.com", gssapi-

data="TlRMTVNTUAADAAAAGAAYAEAAAAD+AP4AWAAAAAAAAABWAQAADAAMAFYBAAAUABQAYgEA

ABAAEAB2AQAAVYKYYOoxcAgU4VS2tAwC10CXAfgQMzdwsuRJAJoNdmq9vqMRjA69nodpUsIBAQAAAAA

AAFKbaUm3pdMBEDM3cLLkSQAAAAAAAgAaAEYASQBSAEUAXwBEAEkAUwBUAF8ATwBOAEUAAQAKAF

MASwBZAFAARQAEACoAcwBwAG8AawBhAG4AZQB2AGEAbABsAGUAeQBmAGkAcgBlAC4AYwBvAG0AA

wA2AFMAawB5AHAAZQAuAHMAcABvAGsAYQBuAGUAdgBhAGwAbABlAHkAZgBpAHIAZQAuAG 

0214091435|sip  |0|00|    

MAbwBtAAUAKgBzAHAAbwBrAGEAbgBlAHYAYQBsAGwAZQB5AGYAaQByAGUALgBjAG8AbQAHAAgAWq

ohR7el0wEAAAAAawBlAGkAdABoAHMAMQAwAC4AMAAuADUALgAxADIANADe6o/W1bOo5XuS6puA8A

6EAAAAAA==" 

0214091435|sip  |0|00|    Max-Forwards: 70 

0214091435|sip  |0|00|    Content-Length: 0 



0214091435|sip  |0|00|     

0214091435|sip  |0|00|>>> End of data send 

0214091435|sip  |1|00|CTcpSocket::SendData TLS queuedTxData = 0 TotalLen 1640 loop count 1 

maxQueueDepth 40000 

0214091435|sip  |1|00|CTcpSocket::SendData TLS Sent 1640 loop count 1 

0214091435|sip  |0|00|<<< Data received TLS 

0214091435|sip  |0|00|    SIP/2.0 401 Unauthorized 

0214091435|sip  |0|00|    Date: Wed, 14 Feb 2018 17:14:31 GMT 

0214091435|sip  |0|00|    WWW-Authenticate: NTLM realm="SIP Communications Service", 

targetname="Skype.domain.com", version=4 

0214091435|sip  |0|00|    WWW-Authenticate: Kerberos realm="SIP Communications Service", 

targetname="sip/Skype.domain.com", version=4 

0214091435|sip  |0|00|    WWW-Authenticate: TLS-DSK realm="SIP Communications Service", 

targetname="Skype.domain.com", version=4, sts-

uri="https://skype.domain.com:443/CertProv/CertProvisioningService.svc" 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com>;tag=FBDB1100B72ABAD2B29B6E50A0786578 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    CSeq: 3 REGISTER 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bKb1731db952DF6C70;ms-

received-port=41594;ms-received-cid=66DE00 

0214091435|sip  |0|00|    ms-diagnostics: 1000;reason="Final handshake 

failed";HRESULT="0xC3E93EC3(SIP_E_AUTH_UNAUTHORIZED)";source="Skype.domain.com" 

0214091435|sip  |0|00|    Server: RTC/6.0 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |1|00|MsgSipTcpPacket 

0214091435|sip  |3|00|CTcpSocket::OnRecvData 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER matches user 1 of 1 'user' 



0214091435|sip  |3|00|UA Client Non-INVITE REGISTER trans state 'callingTrying'->'completed' by 401 

resp 10 timeout(0xb6205c48) 

0214091435|sip  |2|00|[CTrans::ResponseProcess] REGISTER NonInv reTrans ALREADY stopped in 

'completed' state at retryCount 0 code 401, timeout=10 (0xb6205c48) 

0214091435|sip  |3|00|401 challenge received 

0214091435|sip  |2|00|SipCallState is not Idle, So send Re-INVITE 

 

0214091435|sip  |2|00|new UA Client Non-INVITE trans state 'callingTrying', timeout=0 (0xb62085a8) 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |2|00|CStkAuth::ParseAuthenticateHeader: TLS-DSK parsing enabled 

0214091435|sip  |1|00|TLS-DSK authentication 

0214091435|sip  |1|00|TLS-DSK: Setting of Client Certificate failed due to (33558530) 

error:02001002:system library:fopen:No such file or directory 

0214091435|sip  |1|00|TLS-DSK: Setting of Client Private key failed due to (537346050) 

error:20074002:BIO routines:FILE_CTRL:system lib 

0214091435|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/private.key doesn't 

exist or is empty 

0214091435|sip  |3|00|getUserCertInfo: sip.usr[user@domain.com] result[-1] validUntil[0] 

0214091435|sip  |2|00|[ParseMessageHeader]:[540],SIPURI=[user@domain.com]  

0214091435|sip  |2|00|[ParseMessageHeader]:[555] Calling UC Fetch through Service FrameWork 

0214091435|sip  |1|00|NTLM authentication 

0214091435|sip  |1|00|Fall-back to NTLM 

0214091435|sip  |1|00|CStkAuth::ParseAuthenticateHeader bTlsDskParseResult[0] 

bNtlmParseResult[1] m_credType[2] m_bIsOnlyTlsDsk[0] 

0214091435|sip  |2|00|CTrans::ResponseProcess: For Lync authentication transaction setting  proxy to 

'10.0.1.136' port 5061 Transport 'tls' 

0214091435|sip  |2|00|CTrans:: SendCommand | ProxyList NOT empty. 

0214091435|sip  |1|00|CTrans:: SendCommand | this=0xb62085a8, bVQMonMessage=0, m_pCall-

>m_pUser->m_bOBFailOverReRegOn=0, m_pCall->m_pUser->m_bVQMonFailoverEnabled=1 



0214091435|sip  |1|00|CTcp::Send(TLS) entry for address 10.0.1.136 port 5061 can Connect 1 

canFailOver 0 

0214091435|sip  |1|00|CTcp::Send(TLS) address 10.0.1.136 port 5061 can Connect 1 

0214091435|sip  |0|00|>>> Data Send TLS 10.0.1.136:5061 

0214091435|sip  |0|00|    REGISTER sip:domain.com;transport=tls SIP/2.0 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bK8cd9b067FAFAD99E 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com> 

0214091435|sip  |0|00|    CSeq: 4 REGISTER 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    Contact: <sip:user@10.0.5.124:41594;transport=tls>;methods="INVITE, ACK, 

BYE, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, PRACK, UPDATE, REFER, 

BENOTIFY";proxy=replace;+sip.instance="<urn:uuid:98df7957-976b-5a18-b38c-4610d6d25d70>" 

0214091435|sip  |0|00|    User-Agent: Polycom/5.6.0.17325 PolycomVVX-VVX_501-UA/5.6.0.17325 

0214091435|sip  |0|00|    Accept-Language: en 

0214091435|sip  |0|00|    Ms-device-info: MAC=64-16-7F-09-A4-FE, vendor=POLYCOM, 

version=PolycomVVX-VVX_501-5.6.0.17325 

0214091435|sip  |0|00|    ms-keep-alive: UAC;hop-hop=yes 

0214091435|sip  |0|00|    Supported: msrtc-event-categories,adhoclist,ms-cluster-failover,ms-

userservices-state-notification,gruu-10,gruu 

0214091435|sip  |0|00|    Event: registration 

0214091435|sip  |0|00|    ms-subnet: 10.0.5.0 

0214091435|sip  |0|00|    Authorization: NTLM qop="auth", realm="SIP Communications Service", 

targetname="Skype.domain.com", gssapi-data="" 

0214091435|sip  |0|00|    Max-Forwards: 70 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |0|00|>>> End of data send 

0214091435|sip  |1|00|CTcpSocket::SendData TLS queuedTxData = 0 TotalLen 1093 loop count 1 

maxQueueDepth 40000 

0214091435|sip  |1|00|CTcpSocket::SendData TLS Sent 1093 loop count 1 



0214091435|sip  |0|00|<<< Data received TLS 

0214091435|sip  |0|00|    SIP/2.0 401 Unauthorized 

0214091435|sip  |0|00|    Date: Wed, 14 Feb 2018 17:14:31 GMT 

0214091435|sip  |0|00|    WWW-Authenticate: NTLM opaque="74D6CC3C", gssapi-

data="TlRMTVNTUAACAAAAAAAAADgAAADzgpjiOLWYpEMUzMUAAAAAAAAAANIA0gA4AAAABgOAJQA

AAA8CABoARgBJAFIARQBfAEQASQBTAFQAXwBPAE4ARQABAAoAUwBLAFkAUABFAAQAKgBzAHAAbwBr

AGEAbgBlAHYAYQBsAGwAZQB5AGYAaQByAGUALgBjAG8AbQADADYAUwBrAHkAcABlAC4AcwBwAG8Aa

wBhAG4AZQB2AGEAbABsAGUAeQBmAGkAcgBlAC4AYwBvAG0ABQAqAHMAcABvAGsAYQBuAGUAdgBh

AGwAbABlAHkAZgBpAHIAZQAuAGMAbwBtAAcACAAoEyhHt6XTAQAAAAA=", 

targetname="Skype.domain.com", realm="SIP Communications Service", version=4 

0214091435|sip  |0|00|    From: "user" <sip:user@domain.com>;tag=3A31E3AF-

5C7622E6;epid=64167f09a4fe 

0214091435|sip  |0|00|    To: <sip:user@domain.com>;tag=FBDB1100B72ABAD2B29B6E50A0786578 

0214091435|sip  |0|00|    Call-ID: a86d45c727d488548434e1a19c09a4fe 

0214091435|sip  |0|00|    CSeq: 4 REGISTER 

0214091435|sip  |0|00|    Via: SIP/2.0/TLS 10.0.5.124:41594;branch=z9hG4bK8cd9b067FAFAD99E;ms-

received-port=41594;ms-received-cid=66DE00 

0214091435|sip  |0|00|    Server: RTC/6.0 

0214091435|sip  |0|00|    Content-Length: 0 

0214091435|sip  |0|00|     

0214091435|sip  |1|00|MsgSipTcpPacket 

0214091435|sip  |3|00|CTcpSocket::OnRecvData 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER 

0214091435|sip  |1|00|SipOnCommand: response 401,REGISTER matches user 1 of 1 'user' 

0214091435|sip  |3|00|UA Client Non-INVITE REGISTER trans state 'callingTrying'->'completed' by 401 

resp 10 timeout(0xb62085a8) 

0214091435|sip  |2|00|[CTrans::ResponseProcess] REGISTER NonInv reTrans ALREADY stopped in 

'completed' state at retryCount 0 code 401, timeout=10 (0xb62085a8) 

0214091435|sip  |3|00|CTrans::ResponseProcess max retries 4 reached. Created Conn 1 

0214091435|sip  |2|00|CTrans::AbandonSockets server 1 entry 0xb62085a8 

0214091435|sip  |2|00|CTrans::AbandonSocket '10.0.1.136:5061;transport=tls 

0214091435|sip  |3|00|CTcp::AbandonSockets socket for '10.0.1.136':5061 



0214091435|sip  |3|00|CTcp::AbandonSockets 1 of 1 socket 205 (0xb62024c8) Abandoned  

directClosure 0 

0214091435|sip  |4|00|CTcpSocket::Abandon - TLS Listen Thread has exited. Process further to 

abandon this socket 

0214091435|sip  |4|00|CTcpSocket::Abandon connected socket. Send Message 0xb62024c8 

0214091435|sip  |3|00|CTrans::AbandonSockets return OK 

0214091435|cfg  |4|00|RT|SIP is setting Login Credentials to invalid 

0214091435|so   |4|00|[soRegistrationC] Login Credentials invalid causing SoRegEventLine Deleted 

0214091435|sip  |3|00|Login Credentials are invalid on 480 response 

0214091435|sip  |1|00|Dialog 'id01fcfc55' State 'Trying'->'Confirmed' 

0214091435|sip  |4|00|Registration failed User: user, Error Code:480 Temporarily not available 

0214091435|sip  |3|00|CUser::OnRegistered Entry for call 0x29b4130 with expires 0 ticks Transport 

'TLS' inval Method 2 RROFO 0 

0214091435|sip  |3|00|CUser::NewWorkingServer user 0 oldServer 0 newServer 0 expires 0 

0214091435|sip  |3|00|SipOnEvNewWorkingServer User 0, old 0, new 0, expire 0 

0214091435|sip  |3|00|SipOnEvRegistrarUpdate User 0, index 0, state 0, expire 0, working 1 bIsOcs 0 

0214091435|sip  |3|00|CUser::HasNoCallCallInState for User user,Index 0, total calls 1 state 

'SubscribeAddressBook' rc 0 of type Not Applicable 

0214091435|sip  |1|00|removeContactUrlForO365User: O365Enabled='0' 

removeContactUrlForO365User='(nil)' 

0214091435|sip  |3|00|CUser::HasNoCallCallInState for User user,Index 0, total calls 1 state 

'ServiceSoap' rc 0 of type Not Applicable 

0214091435|sip  |1|00|Dialog 'id01fcfc55' State 'Confirmed'->'Terminated' 

0214091435|sip  |2|00|CStkDialog::CStkDialog SetAddressLocal Config 'user' <user@domain.com:0> 

0214091435|sip  |2|00|CStkDialog::CStkDialog AddressLocal set to Config 

0214091435|sip  |3|00|CStkDialog::SetAddressLocal localTag set to '' 

0214091435|sip  |3|00|CStkDialog::SetAddressLocal new address added of 1 

0214091435|sip  |2|00|CStkDialog::CStkDialog TAG 'B84FD815-86599BCC' generated 

0214091435|sip  |2|00|CStkDialog::CStkDialog local addr 'user' <user@domain.com:0> Tag 'B84FD815-

86599BCC' 

0214091435|sip  |2|00|CStkDialog::CStkDialog exit 0x29ce09c local list size 1 



0214091435|sip  |2|00|CStkDialogList::CreateDialogObject localTarg usr 'user'  

0214091435|sip  |3|00|Reg UAC Response: code 480 consecutive Attempts 1 baseTimeOut 10 

maxTimeOut 180 exponTimeOut 20 randomTimeOut 15 

0214091435|sip  |3|00|Reg UAC Response: code 480 new m_nExpire 30 m_nOverlap 0 Trans 

0xb62085a8 

0214091435|sip  |1|00|MsgSipTcpSocketStatus socket 205 status 0 m_bIsReconnectNeeded 0 

0214091435|sip  |2|00|CTcpSocket::OnSocketStatus socket 205(0xb62024c8) bStatus 0 

0214091435|sip  |3|00|CTcpSocket::~CTcpSocket socket 205  abandoned  entry for 0xb62024c8 

0214091435|sip  |3|00|CTcpSocket::~CTcpSocket socket 205(0xb62024c8) SSL_shutdown rc=0, ltf(0) 

0214091435|sip  |3|00|CTcpSocket::~CTcpSocket socket 205(0xb62024c8) close 

0214091435|sip  |5|00|SSL_get_error nLen 0 errno 0 nError 5  = 

(0)error:00000000:lib(0):func(0):reason(0) 

0214091435|sip  |4|00|TLS Listen Thread Exit 

0214091435|sip  |3|00|CTcpSocket::~CTcpSocket Got lock 

0214091435|sip  |3|00|SipStartFailOver 0 

0214091435|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Enter 

 

0214091435|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Default 

 

0214091435|brow |4|00|CWebLayoutMgr::handleProxyConfiguration Exit 

 

0214091435|sip  |1|00|Client State finished REGISTER (0x29cdd20) 

0214091437|so   |4|00|[SoNcasC]: appncascontext termination:1 

0214091437|so   |4|00|[SoNcasC]: Case Handling termination:1 

0214091437|app1 |*|00|SoRegistrationEventLineDeleted - new AppRegLineC, Default user 

0214091437|so   |4|00|[SoNcasC]: appncascontext termination:1 

0214091437|so   |4|00|[SoNcasC]: Case Handling termination:1 

0214091437|app1 |5|00|AppPhoneLockC::Init - bPhoneLockState [0] 

0214091437|sip  |3|00|SipSetOption nIndex 91, nParam 1 

0214091437|sip  |3|00|SipReloadMediaConfig: video disabled 



0214091437|sip  |*|00|Sip UnRegister Usr:user@domain.com Dsp:user Auth:'' Inx:0 

0214091437|sip  |*|00|SipUserRemove: user 0 being removed. 

0214091437|sip  |3|00|CUser::HasNoCallCallInState for User user,Index 0, total calls 1 state 

'SubscribeAddressBook' rc 0 of type Not Applicable 

0214091437|sip  |3|00|CUser::ActionOnSubscribeCalls for User user,Index 0, total calls 1 

0214091437|sip  |3|00|CUser::UnRegisterAll Entry for User user,Index 0, total calls 1 

0214091437|sip  |2|00|[svcClearAll]:[8218]: SipUri[user@domain.com] 

User[],Dom[],STS[https://skype.domain.com:443/CertProv/CertProvisioningService.svc] Expiry[-1], 

force[0], ClearLocalInfo[1], PreserveUsrKey[0] 

0214091437|sip  |3|00|CUser::handleSignout entry 

0214091437|sip  |3|00|SipSetOption nIndex 47, nParam 4 

0214091437|sip  |3|00|SipSetOption nIndex 48, nParam 1 

0214091437|sip  |3|00|SipSetOption nIndex 49, nParam 80 

0214091437|sip  |3|00|SipSetOption nIndex 91, nParam 1 

0214091437|sip  |3|00|SipReloadMediaConfig: video disabled 

0214091437|sip  |*|00|Sip Register Usr:VVX501 Dsp:VVX 501 Auth:'Using Login Cred' Inx:0 

0214091437|sip  |3|00|[clearCallLabelList] - Size of Call Label List is 0 

0214091437|utilm|4|00|uBLFUnCompressed: File /ffs0/Config/Local/WebTicket/0/sip.usr doesn't exist 

or is empty 

0214091437|sip  |3|00|SipOnEvProxyList 0,Total proxy 0 

0214091437|sip  |3|00|[clearCallLabelList] - Size of Call Label List is 0 

0214091437|sip  |3|00|SipSetOption nIndex 57, nParam 0 

0214091439|sip  |1|00|Client State finished REGISTER (0x29cdd20) 

0214091439|sip  |1|00|Client State finished REGISTER (0x29cdd20) 

0214091439|sip  |1|00|Client State finished REGISTER (0x29cdd20) 

0214091441|sip  |3|00|Destroying object CCallNoCall 

0214091441|sip  |3|00|[clearCallLabelList] - Size of Call Label List is 0 

0214091441|sip  |*|00|User removed 


